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Abstract: Bluetooth version “Bluetooth 2.1+EDR” adopts a Secure Simple Pairing (SSP) procedure which is a
secure method for establishing a Bluetooth connection that uses Diffie-Hellman public-key cryptography in
its commurnication. Despite the high security mechamsm provided by this method, it 1s still vulnerable to
attacks, especially Man-In-The-Middle (MITM). Several solutions have been proposed to tackle this
vulnerability but the process of securing the exchange of public keys m SSP was not taken mto consideration,
consequently this threatens the complete pairing process. In this paper a new method for securing the exchange
of public keys between the communicating Bluetooth devices that uses SSP method is introduced. The details
of the proposed method which 15 an Enhancement to the SSP (ESSP) and how security 1s assured are illustrated.
Moreover, a case study is presented to demonstrate the effectiveness of the proposed ESSP. The paper finally
discusses the security strength of the proposed ESSP against different types of MITM attacks as compared
to other related work.
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INTRODUCTION

Bluetooth is an open wireless technology for short
range wireless data and real-time voice exchange that 1s
used in billions of devices and consumer electronics [1].
Tt operates in the license-free 2.4-2.4835 GHz frequency
band. This band corresponds to the Industrial, Scientific
and Medical (ISM) band using Frequency-Hopping
Spread Spectrum (FHSS).

Bluetocth devices that communicate with each other
form a piconet. The device that initiates a cormection is
the piconet master. One piconet can have a maximum of
seven active slave devices and one master device. Piconet
master and piconet slave(s) form a Bluetooth Personal
Area Network (PAN). Like other technologies, Bluetooth
technology faces some problems from attackers who are
attempting to intrude data transmission through different
methods.

In wired networks a Certificate Authority (CA) can be
used for the purpose of securing the exchange of public
keys. CAs are servers that can be used for verification; 1.e.
to certify the issued certificates which include the public

keys. However, CAs cannot be used reliably in wireless
networks. For example in Bluetooth technology it was
proposed to nominate one of the piconet devices in the
PAN to actas a CA. It was proposed that this device will
generate the keys for all other devices. This proposal is
not practical as the nominated device may go down or it
may go out of range, consecuently other devices relying
on it will not be able to communicate unless the device
acting as a CA certify their public keys.

Instead of wusing a CA, Bluetooth standard
“Bluetooth 2.1+EDR” (Enhanced Data Rate) adopted a
Secure Sunple Pairing (S3P) procedure which 1s a secure
method for establishing the Bluetooth connection that
uses Diffie-Hellman public-key cryptography m its
communication. However, the process of securing the
exchange of public keys 1 the communicating Bluetooth
devices that uses SSP method was not fully considered.

Accordingly, a new method is proposed in this paper
to secure the exchange of public keys m SSP. The
proposal is to add two phases. In the first phase that
occurs before the SSP process even starts, the public
keys and the Bluetooth device addresses are exchanged
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and a unique password for each device’s public key is
assigned. The second phase occurs during the exchange
of public keys m the SSP. In the second phase each
device must encrypt its umque password with the other
device’s public key which was exchanged previously.
Next the destination device decrypts the password and
compares it with its own as will be shown n the followmng
sections.

By adopting the proposed technique, the exchange
of public key becomes more secure and consequently, the
process of SSP will be secure, reliable and provide
protection against Man-In-The-Middle (MITM) attacks.

The rest of this paper 1s organised as follows. Section
2 gives an overview about Bluetooth security. Section 3
mtroduces the Bluetooth SSP. Section 4 reviews some
possible attacks on SSP and some proposed solutions
from the literature. The proposed approach 13 mtroduced
and fully analysed i section 5. Section 6 presents a case
study to demonstrate the proposed ESSP; the section also
illustrates the security strength of the proposed ESSP
against different types of MITM attacks. Finally
conclusions are drawn in section 7.

Bluetooth Security: Due to the open nature of the

wireless media, the transmissions can be easily
mtercepted or jammed causing fake or modified
mformation to be injected and delivered to the piconet
devices. An attacker can use a “powerful directional
the scammng,
eavesdropping and attacking range to be able to attack
any kind of Bluetooth device. BlueSmper Rifle [1, 2] s a
good example of a device with powerful antennas that can
scan over a mile away from the target devices. In addition,
anyone can transform a standard 30 USD Bluetooth
dongle into a full-blown Bluetooth sniffer [3].

Because of the security threats and problems

imposed by the use of Bluetooth technology [4], several

antermas”™ 1 order to  increase

Bluetooth security techniques have been developed. The
basic configuration of Bluetooth security 1s done by the
user who chooses the device's discoverability and
connectivity  options.  The  discoverability and
comnectivity capabilities and their combinations can be
divided mto three security levels [5]:

Silent: The device does not accept any connections.
Tt only observes Bluetooth traffic.

Private: The device is not discoverable and can
accept connections only if its unique Bluetooth
Address (BD ADDR) is known by the master device.
Public: The
connected to.

device 1s discoverable and can be
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According to Scarfone and Padgette [6], each
Bluetooth device must operate in one of four different
security modes. These modes are:

Non-secure: Bluetooth devices do not initiate any
security measure.

Service-level Enforced Security Mode: Bluetooth
devices mitiate security procedures after Link
Manager Protocol (LMP) link establishment and
before Logical Link Control and Adaptation Protocol
(L2CAP) chamnel establishment. This mode supports
different security measures such as Authentication,
Authorisation and Confidentiality [7]. Authentication
is used to proof the identity of the communicating
devices. Authorisation controls the access of the
devices to the provided services. Confidentiality of
data that is exchanged between Bluetooth devices is
achieved using different encryption mechanisms.
Lmk-Level Enforced Security Mode:
procedures are mitiated before the physical link is
fully established.

Service-level Enforced Security Mode for SSP
Devices: This mode 1s similar to mode 2, except that
only Bluetooth devices that adopt SSP can use it.
Consequently, it is a mandatory mode to be available
for Bluetooth devices “Bluetooth 2.1+EDR” or later.

Security

Bluetooth devices usually use Secure And Fast
Encryption Routine + (SAFER+) block-based cipher that
applies 128-block size [8]. Tt is used in Bluetooth as an
algorithm for key derivation and authentication. Although
of the existence of some optimisations for faster breaking
of SAFERH, it is still considered secure [9, 10].

Before Bluetooth standard “Bluetooth 2.14+EDR”
was released, any two devices that would like to
communicate need to start a pairing process. During the
paring process, the two involved devices generate the
same shared secret. This generation depends on one
source of entropy that 13 called Personal Identification
Number (PIN) code. If the users enter the same PIN code
or passkey in both devices, the same shared secret will be
created. The security problem is resulted from the short
length of the PIN code (often four decimal digits) which
can be easily cracked. Even with longer 16-character
alphanumeric PINs, full protection against different
eavesdroppers cannot be achieved. This is especially true
with the existence of an On-Line PIN cracking attacks that
are able to discover the secret PIN code of the victim
device [11-13].
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Bluetooth standard “Bluetooth 2.1+EDR” added a
new specification for the pairing procedure, namely SSP
[9]. SSP aims to protect the pairing process from different
types of eavesdropping and MITM attacks. In order to
achieve this, SSP employs Elliptic Curve Diffie-Hellman
public-key cryptography [14] mstead of using the often
short passkeys as the only source of entropy to build the
link keys. The link key is constructed using: devices'
public-private keys, collection of nonces and Bluetooth
addresses of the devices. SSP effectively thwarts passive
eavesdropping as it is infeasible to run an exhaustive
search to crack a private key with approximately 95 bits in
a short period of time [5].

Bluetooth Secure Simple Pairing (SSP): Before any
two Bluetooth devices start commumicating, pairing
must be performed. As a result of the pairing, two devices
form a trusted pair and a link key 1s established which 1s
used later for creating a data encryption key for each
session.

that are
used in SSP. Choosing an association model depends

There are four association models
on the device capabilities. The first one is Numeric
Comparison where both devices have the ability to
display six digits and enter “Yes” or “No”. The second
one 1s Just Works which 1s used when at least one device
has displaymg capabilities but no keyboard for
entering six digits. Cut of Bound (OOB) 1s the third
association model (e.g. Near Field Commumication,
NFC) that 15 used for scenarios using OOB mechamsm
for both discovering the devices and exchanging the
cryptographic numbers used in the pairing process.
Finally, the Passkey Entry association model is designed
for scenarios where one device has input capabilities and
no ability to display six digits and the other device has
output capabilities.

SSP comprises of six phases, these phases are [9, 15]:

Capabilities exchange: The devices m this phase
exchange thewr Input/Output (IO) capabilities to
determine the best association model to be used.
This phase takes place when the devices had never
met before or when they want to re-perform the
pairing process for some reason.

Public key exchange: To initiate pairing, devices
exchange their public keys and then Diffie-Hellman
key is computed.
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Authentication stage 1. This phase depends on IO
capabilities of the two devices and consequently on
the used association model. It aims to provide
protection agamst MITM attacks. It 18 achieved by
exchanging set of nonces, commitments to the
nonces and the exchanged public keys to check their
integrity.

Authentication stage 2: This phase is the same in all
association models. Tt confirms that the public keys
exchange ended successfully.

Link key calculation: Once pairing is confirmed by
both devices, the link key is computed using their
Bluetooth addresses, nonce values and the Diffie-
Hellman key generated m phase 2.

Link Manager Protocol (LMP) authentication and
encryption: This 1s the final phase in the SSP where
the encryption keys are generated. It 1 similar to the
one used 1n the legacy pairing.

BT-NINO-MITM Attack: A SSP-specific attack called
Bluetooth -No Input, No Output - Man-In-The-Middle
attack (BT-NTNO-MITM) has been identified [5, 16].

This attacker benefits from the first phase of the SSP
when the Information related to the 1O capabilities is
exchanged over an unauthenticated channel. This allows
the attacker to modify such information and enforce the
devices to use a less secure association model such as
Just Works which does not provide protection agamst
MITM attacks. BT-NINO-MITM attack uses two
Bluetooth devices with modifiable BD ADDRs for
attacking purposes. Such devices are available in the
market. The attacker copies the BD ADDRs of the victim
devices and their names to impersonate them.

The main idea of the attack is shown in Figure 1. The
attacker disturbs (jams) the physical layer (PHY) through
hopping along with the victim devices and send fake data
at every timeslot. Another possibility is to jam the whole
2.4 GHz band by using a wideband signal in order to shut
down all piconets within the range to frustrate the user
and let her/him thinks that there 1s sometlhing wrong with
the Bluetooth devices and delete previously stored link
keys to enforce her/him mitiating a new pairing process
using SSP. In this case, the BT-NINO-MITM attack will
interfere the exchanging of messages related to IO
capabilities in order to force the victim devices to use the
Just Work association model. Then the attacker continues
as illustrated in the Figure 2. The notation used in SSP is
listed in Table 1.



World Appl. Sci. J., 13 (4): 769-780, 2011

Initiating WITH Man initiating
device Devioe 1 Device 2 device
A B A B
1 —_
Camectta B ’ x = Cannactta Ay
. T z|* .
Camectta B b % |4 Cannactta Ay
Camactta b e e Cannactta i
K o
[=] a

Diakst=s ink kay Dalst=s Ink kay

Estabieh @macaan Extabiish camacaan

¥y

T ———

¥y ¥

+
Coapabies L dplaydkaybar d;

- Capahitis sk basd,

| Simpls Paning with ths Just Warks dssociation madst |

‘cmlnm-:nulrw‘. na afpu)

“« Sarngcamplata Zanng camplata *‘
Fig. 1: The Main Idea of the Attack [16]
Initiating ) . Non-inttiating
device Device 1 Device 2 device
A By mMTM (A B
| | | |
Fuagrs ey Lezhangy ;
12, Fia : : 18, P
o Ll LR LTI
- 116" P& EP'fa-P-‘:l':-ll»ﬂ'nl'n ‘ 1b. FRE i
Canaule DH<ey - Canaute DHAey - Conake DHigy - Canake DHiay -

P192:54a, P<E P15 4n1n, Pia) P122{5 401, Pk} P1925E, P&’}

T ! ! ’
Aalliznlezlizn Slagz |
2b. Salecd raadaen NE

23 Selectranden N 2. Selectranden N
Ja Selrav ] i 3. 5etrb s
Canaute asmntnet. Conzute cannined.
Cb" - 1P, P, N7, 0) Tt -11{P Ak, Prg, N, 0;
e ! .08 !
- : -+
5 s | N N
S »
da verty st : :
OF - 11P<E, Pda, \, 08 i vduesVaaw vb i
Ta Camade :‘:;:;:;;’::f; a Tb. Camaute
Va - giFa, PAE, N, ) st s Wosks LRERLALE A
4. Pracesal fuser sstrans av . asscoaten sused 8. Praceed fuser asatras o
H \
I I I

Salliznlealizn Elayw 2
b Somsde B - 92’ Comsue B -
T3 DHAey, N, Na, 0, 13 DH<ey, Y, .0,

9. Camse B -
3{DH<ey, B, i,

9a Cansuke Ed -
13 DH<ey, Na, \E,

0,10cA A, 87 SehotleOubd, 3,8 SehatNeOutd, &, 8; 0, 0es:d, 8,
104, B ; 108" B ;
L >

: 100, verty s

Es' - B0 HAey, o, 6,0,

el suNaDutd, &, 3
16 EE b, B
- -
118, ver fy fial i ;

B - f3iDHey, B, N, 0,
e lsud DU, T, A
I

éLIIIk by sa g gisn
12,81 sad &8 emnsute | mowey
= -2 DAy, Nmawn o, T, G0_ADDRrxne, 30_ADDRabrw
T f t
Luurypbun
13, Geqensle enarystan wys a3 1 legaey sarag

Fig. 2: Pairing Details [16]

It is worth noting that in this first scenario two victim
devices that have already performed initial pairing
(including the capabilities exchange). Therefore, the link
keys are saved on the devices for use in subsequent
connections; i.e. the victim devices normally use SSP
without capabilities exchange.
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Table 1: Protocol Notation (extracted from 15)

Term Definition

PKx Public key of device X

SKx Private key of device X

DHKey Diffie-Hellman key generated after key exchange

Nx Nonce generated by device X

Rx Random number generated by device X; equals 0 in the
Numeric Comparison association model

Cx Commitment value from device X

fl One-way function used to compute commitment values

2 One-way function used to compute the link key

3 One-way function used to compute check values

G One-way function used to compute numeric check values

[0capX Input/Output capabilities of device X

BD_ADDR  48-bit Bluetooth device address

Another two scenarios for the BT-NINO-MITM
occur when the victim devices have never met
before. In such scenarios the devices are easier to be
attacked. This is because in such scenarios there is no
need to disrupt the physical layer. The two scenarios are

[17]:

The victim device (A or B) initiates SSP: The attacker
waits until one of the devices attempts to initiate SSP
and then proceeds as demonstrated in Figure 1 and
Figure 2.

The BT-NINO-MITM (A' or B') initiates SSP: The
attacker initiates SSP with the victim devices and
then proceeds as demonstrated in Figure 1 and
Figure 2. It may be possible to perform SSP even
without involving the user to accept the connection.
That depends on the implementation of the victim
devices.

After a successful attack, the BT-NINO-MITM
attacker will be able to intercept and modify all the
messages exchanged between the victim devices.

Some solutions have been proposed to tackle the
above attacking scenarios on SSP, but none of these
solutions was effective. Haataja and Hypponen [5]
proposed adding an extra message to the SSP to be used
when Just works association model is used. This message
says “The second device has no display and keyboard!
Is this true?”, then the user may choose either to
“Proceed” or to “Stop”. The problem of such proposal is
when a hacker attempts to mislead the user that the device
she/he is communicating with has not any 10 capabilities
although it may have, if that device is far away may be the
user will accept the connection.
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It is also proposed to use OOB as a mandatory
association model [16, 18]. The problem of such proposal
is that in OOB the devices need to be near each other
every time they want to communicate and start the SSP six
phases. Moreover, the devices should have special
capabilities to support OOB connections which make it
limited in its use. Finally, OOB does not support a user
that activated a connection using Bluetooth technology
and would like to apply OOB for authentication during a
connection. Another work is presented in [19] which
suggests adding more values to secure Authentication
Stage 1 of the SSP, but this suggestion will not solve the
interference of the MITM attacks before this stage while
exchanging the public keys.

The proposed method in this paper provides a secure
exchange of the public keys. This will prevent any
interception from MITM attacks and consequently
provide a successful SSP. It needs to be performed only
once, when a new device is bought to be used in the
Bluetooth network. The devices are not necessarily need
to be near each other to communicate securely; they can
be within the maximum range the Bluetooth technology
can support. Finally, it works for new and old devices.

The Proposed Enhanced SSP (ESSP) Method: The current
solutions for the MITM attacks on SSP did not solve the
main problem which is how to exchange the public keys
securely so that no attacker can intercept the exchanged
messages.

The proposed method provides an enchantment to
the SSP (ESSP) to authenticate the public keys of the
communicating parties. ESSP adds two phases to secure
the exchange of public keys as depicted in Figure 3. The
first phase of the ESSP occurs before starting the SSP
process. This phase is executed once, when new devices
are added to the Personal Area Network (PAN) of
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Table 2: ESSP Notation

Term Definition

Pub.X Public key of device X

Pri.X Private key of device X

Pass.X Password assigned for Public key of X (Pub.X)
DB.X Database at device X

BD_ADDR.X Bluetooth device address of X

Epub.X (Pass.Y) Encrypts the password of Y's device with
the public key of X's device.
Dpri.X (Pass.Y) Decrypts the password of Y's device with

the private key of X's device.

the user. The second phase of the ESSP occurs during
the exchange of the public keys in SSP so that no attacker
can operate in the first phase of the SSP six phases. In
other words, if an attacker attempts to get into the
Bluetooth network it will be detected as will be illustrated
shortly.

In the first phase of the proposed method, the public
keys and Bluetooth device addresses are exchanged and
a unique password is assigned for each device’s public
key in all devices. This phase occurs before the SSP
process starts and it is done just once when a new device
is added. The abbreviations used in the proposed system
diagrams are shown in Table 2.

Phase one of the proposed method is shown in
Figure 4 and is illustrated in the following steps:

Choose one of the devices to act as a main device for
distribution purposes. This main device is used to
store the whole records of all devices. The process
starts by asking the device that is chosen to be main
(A's device in Figure 4) if it has a password for its
public key. If not, the user will enter a password for
A’s public key and a record is created for A’s public
key, Bluetooth device address (BD_ADDR.A) and
the newly created password (Pass.A) and proceed to
the next step. On the other hand, if there is a
password, A proceeds to the next step without
recreating a new password.

Repeat steps 2 — 10 for all devices
2. The same question is repeated to the other device(s)
(e.g. B’s device) if it has a password for its public
key. If not, the user will enter a password for B’s
public key and a record is created for B’s public key,
Bluetooth device address (BD ADDR.B) and the

newly created password (Pass.B) and proceed to the
next step.
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Fig. 4: Phase One of the Proposed Method (part 1)
3. The public key 1s sent from the B’s device (Pub.B) to
the A's device accompanied with the B’s BD_ADDR
(BD ADDR.B).

In A’s device, the same password associated with
the received B’s public key will be entered and a
record will be created for it. This record contains the
received B’s public key and BD ADDR.B and B’s
password (Pass.B).

In B’s device, the same password associated with the
received A’s public key will be entered and a record
will be created for it. This record contains the
received A’s public key and BD ADDR.A and A’s
password (Pass. A).

Reply to the A’s device by sending to it the
password (created n 3) encrypted with the A’s
public key (Epub.A (Pass.A)) that was
previously.

In A’s device the received encrypted password will
be decrypted (Dpri.A (Pass.A)) and compared with
A’s password stored in the A’s record. If they match,
the next step will be performed.

A’s device will send the password of ‘B’ encrypted
with the public key of ‘B’ (Epub.B (Pass.B)) to B’s
device.

sent
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In B’s device the received encrypted password
will be decrypted (DpriB (Pass.B)) and compared
with B’s password stored in the B’s record. If they
match, B’s device will send ‘OK’ message to A’s
device.

A’s device confirms the process and save the B's
record at A’s DataBase (DB.A).

10.

The flow chart illustrating the creation of the new
database is depicted in Figure 4.
11. Once A's device has mshed with all devices, the
complete database will be ready for copying to all
other devices.
The whole database 1s copied from the main device
(A's device DB.A) to all other devices that have
record in DB.A such as B's device. The A's device
uses B’s public key to encrypt the Database
(Epub.B(DB.A)) and then it sends it with the
BD ADDR.A toB.
In B’s device, check if BD ADDR.A is stored
from the previous steps of database creation then
decrypt the encrypted database (Dpri B(DB.A)) and
save 1t.

12.

13.
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The flow chart for copying the new database is

depicted in Figure 5.

The second phase begins while exchanging public

keys in the SSP process. This phase 1s done by the
following steps as illustrated in Figure &:

1.

The verifier device checks in its database the public
key received from the initiating device and the
associated BD ADDR, given in the inquiry step of
scanning devices in the range.

The verifier device then sends its public key to the
initiating device.

The initiating device checks in its database the public
key received from the venifier device and the
assoclated BD _ADDR.
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The  initiating device sends its  own
password encrypted with the public key of
the verifier.

The verifier device decrypts the encrypted
password and compares this information sent
and the BD ADDR of the imtating device
with its own recorded mformation in the
database.

The verifier device then sends its own
password encrypted with the initiating device
public key.

The  initiating device decrypts the
encrypted password and compares it and

the sent BD ADDR of the wverifier with its

corresponding  recorded  information 1 the

database.
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DISCUSSIONS AND ANALYSIS

In this section a case study will be presented
in order to illustrate the proposed security method
(ESSP). Moreover, different security attackers that
could exist before or during the SSP process will be
addressed. The effectiveness of the proposed method in
defending the SSP process from such attacks will be
explained.

Case Study Illustrating the Proposed Technique:
This section presents a case study for a Personal Area
Network (PAN) consisting of personal computer (PC),
Laptop, cellular phone and printer. This PAN is using
Bluetooth connections enhanced by the proposed
security approach presented in this paper (ESSP).
Figure 7 shows part one of phase one of the ESSP. The
user of the PAN starts by choosing the PC to act as the
main device. Then the user assigns passwords to the PC
and to all other devices. After that, the public keys and
the Bluetooth addresses will be sent from all devices to
the PC (main device) and confirmed by asking the PC to
write the corresponding passwords for all devices.
The user will enter passwords that are already assigned to
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these Bluetooth devices. In contrast, the PC will send its
public key and Bluetooth address to the three other
devices and this information is also confirmed by asking
the three devices to write the password of the PC as
illustrated before in Figure 4.

At the end of the this phase, the Main PC will have
records for all the Bluetooth devices in the PAN where
each other device (laptop, cell phone and printer) will
have records about itself and the PC only as shown in
Figure 7.

Part two of phase one aims to distribute the
complete database from the main device (pc-main) to the
other three devices. This database will be sent encrypted
using the intended device’s public key. At the end of
this part, all devices will have the complete database
that contains records about all devices in the PAN as
shown in Figure 8.

Phase one of the ESSP is executed once when the
PAN network is firstly configured and in case of adding
anew device(s) to the PAN. Phase two is added at the top
of the normal SSP stages which will ensure the
authenticity of the exchanged public keys between the
communicating parties that will prevent any interference
from MITM attacks that could lead to failed SSP process.
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Phase one (part2), copying database:

DB.main_pe

BD ADDR.main pc | Pubmain pe | Paszimain pe
BD ADDR.cellular | Pub.cellular | Pass.cellular
BD ADDR.printer Pub.printer | Pass.printer
BD ADDR.laptop Publaptep | Passlaptep

to cellular

Copy DB.main_pe
to printer

Password for
myself (main_pe)

Copy DB.main_pe
to laptop
5

DB. cellular

DB.printer

BD ADDR.main pe

Pub.main_pe

Pags.main_pe

BD ADDR.cellular

Pub. cellular

Pass.cellular

BD ADDR.main pe

Pub.main pe

Pags.main pe

BD ADDR.cellular

Pub.cellular

Pass.cellular

BD_ADDR. printer Pub.printer | Pass printer BD ADDR.printer Pub.printer | Pass.printer
BD_ADDR.laptop Publaptop | Passlaptop BD ADDR.laptop Pub.laptop | Passlaptop v
DB.laptop
BD_ADDR.main_pe | Pub.amain_pe | Pass.main pe
BD ADDR.cellular | Pub.cellular | Pass.cellular
BD ADDR.printer Pub.printer | Pass.printer
BD ADDR.laptop Publaptep | Passlaptop

Fig. 8: Case Study: Phase One (part 2) of the Proposed Method

The pairing process is performed successfully by
authenticating the public keys of the communicating
devices as illustrated in the former SSP stages shown in
Figure 6.

ESSP Attackers: This section discusses the security
strength of the proposed ESSP against different types of
MITM attacker.

Scenario 1: the Attacker Starts at the Beginning of
Phase One in ESSP When Exchanging Public Keys:
The attacker in this scenario attempts to impersonate both
the printer and the PC of the user such that any request
sent from the user’s PC will go to the attacker printer, the
user printer will be connected to the attacker laptop

instead of the user’s PC. This scenario if applied on the
original SSP it will not be discovered by the user while in
the ESSP it will be discovered and prevented as can be
seen in Figure 9.

Scenario 2: the Attacker Attempts to Start by Jamming
the Physical Layer and Enters at the Beginning of Phase
Two of ESSP: The MITM attacker in this scenario
attempts to intercept the public key exchange between the
pairing entities. If this occurs in the original SSP, the
attacker will succeed as illustrated in the literature. But
because of applying the ESSP in this scenario, the
attacker will fail because the pubic keys are authenticated
and stored through phase one of the ESSP, as shown in
Figure 10.
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MITM (Attacker)

Step
s

main_pc

attacker_printer

attacker_laptop

main_pc_printer

User assigns password

(Pass.main_pc) (e.g.
“123")

Attacker assigns password

(e.g. "666")

Attacker assigns
password for
attacker_laptop

) as

(e.9.'777")

User assigns password for
main_pc_printer (Pass
main_pc_printer) (e.g.
“345")

{Pub.aﬁtacker printer, BD_ADDR .attacker_printer }

{Pub.main_pc_printer, BD

-+

A message asks user to
enter the password for
,,,,,,,,,,,,,,,,,,,,,,,,,,,,, User
enters the same assigned
password for

A message asks the
attacker to enter the
password for
main_pc_printer. Attacker

is not aware of the correct
password of

attacker enters any
password (e.g. “999")

Qe

888’ in order to save a

record

is ‘123’

Epub.main_pc('888')

d

+&

Epub.attacker_laptop('123’)

-

No match between
main_pc password which
is 123" and the received
one ‘888’

8

Abort

Fig. 9: MITM Attack at the Beginning of Phase One of the Proposed Method

Initiating Non-
B’ MITM A’ initiating
Device A Device B
I | | 1
Public key Exchange
Pub.A P ¥
u > ub.A >
Pub.B’ Pub.B
< <

Checks (Pub.B+BD_ADDR.B)

Fail (Not in database)

Checks (Pub.A'+BD_ADDR.A’)

Fail (Not in database)

Fig. 10: MITM Failed Attacking in ESSP

Discussions: There are still some points that need to be
addressed regarding the proposed method:

e ESSP is performed similar
the checking of public

to

SSP except for

keys which is added

at the beginning. If any hacker attempted to jam
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the whole band and the user has deleted the final link
key because of the noise, the database in the
proposed ESSP method will not be deleted and
simply the ESSP will be re-executed and it will
automatically check the public keys again in order to

stop hackers.
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In the previous related papers the researchers
attempted to add a new message in order to inform
the user if the device she/he is communicating with
is using Just Works association model. The problem
15 when a hacker attempts to mislead the user that the
device she/he 1s commumecating with has not any 10
capabilities although it may have. So if that device 1s
far away may be the user will accept the device but in
our method checking public keys in the background
will solve the problem automatically in the first stage
of ESSP.

Passwords used in the proposed method are just
used once when exchanging public keys. So it is
impossible to attempt to guess the right password in
one hit since the passwords are also encrypted with
public keys.

The proposed ESSP in comparison with the OOB. In
OOB, the devices are necessarily near each other
every time they communicate. In ESSP, only during
the password assignments they need to be near each
other to easily write the password on them. The
devices are not necessarily need to be very close mn
order to communicate securely, they can be within
the maximum range the Bluetooth technology can
support. Additionally, the Bluetooth devices do not
need any special capabilities in order to execute the
proposed ESSP.

CONCLUSIONS

In this paper, some Bluetooth security issues were
mtroduced and then the weaknesses of the old security
methods are highlighted. The mamn steps mvolved n
Secure Simple Pairing (SSP) adopted in “Bluetooth
2.1+EDR” are illustrated, the problem in SSP is focused
when the attacker forces the devices to use the Just
Works association model by being present right from the
beginning of the SSP process or by jamming the whole
Bluetooth Band.

Some researchers proposed the use of OOB and an
extra message to confirm the capabilities of the
commurcating devices. Because of the limitations of
these solutions a method is proposed in this paper for
securing the exchange of public keys which consists of
two main phases. The first one occurs before the SSP
process and the second one occurs during the first step
of SSP process. The proposed approach is an Enhanced
SSP (ESSP) that ensures the authentication of the
exchanged public keys against impersonating initiated by
MITM attacks and consecuently ensures a successful
SSP. A case study has been introduced to illustrate the
proposed ESSP. Moreover, the strength of the ESSP is
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explained by introducing the defence against different
types of MITM attackers that could take place before and
during the pairing process.
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