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Abstract: Steganography 1s the art of hiding information in a host like audio, image, text and video to secure
data transmission over Internet. In other words, in steganography the secret message 15 embedded in the cover
object and transmitted in such a way that the existence of information is undetectable. Various methods have
been proposed for audio steganography using different domains like time, frequency and wavelet. In this paper,
an audio steganography method is proposed which uses packet wavelet subband coefficients to hide
messages. In this way, message signal is embedded in least significant bits (I.SBs) of wavelet coefficients that
are selected based on a new method suggested in this work. Inverse of packet wavelet decomposition is applied
to modified coefficients to result the stego audio signal in time domain. This method has acceptable capacity

and 1s also efficient in terms of signal to noise ratio (SNR) and mean opinion score (MOS).
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INTRODUCTION

The technology and networking development has
driven the interest among computer security researchers
to overcome the threats for secured data transmission.
Information hiding in digital audio can be used for
such diverse applications as proof of ownership,
authentication, mtegrity, secret communication, broadcast
momtoring and event annotation. There are two well-
known special cases of nformation hiding: digital
watermarking and steganography [1].

The steganography is derived from the Greek words
and means "covered writing". In steganography, the
secret message is embedded in the covert object or host
and transmitted in such a way that the existence of
information is undetectable. Various hosts can be used for
steganography, such as digital images, videos, sound
files and other computer files. In other words, the main
purpose of steganography is to hide mformation mn a
media such as audio or image signal in such a way that
only the intended receiver can recover the secret
message. The setanography makes the presence of secret
data appear invisible to eaves droppers. This 1s the main
difference between steganography and watermarking
[2]. Also, in watermarking the embedded message is a
short one, but robust against signal processing
techniques such as filtering and compression [3]. But in
steganography, there is no such a restriction about the

message size and generally high embedding capacity is
needed. However, steganography is not robust against
signal processing techniques, as compared to
watermarking.

In audio steganography, the behavior of human
auditory system (HAS) 1s considered, when mformation
13 hidden i the audio [4]. The main aspect of
steganography is to achieve high capacity, security and
robustness.

The steganography implementation methods can be
classified as follow:

¢  Time-domain substitution, in which only the least
significant bits (L.SBs) of the host, is replaced by
message bits without significant affect on the host.

»  Transform-domain substitution, in which various
transform domains such as fast Fourter transform
(FFT), discrete cosine transform (DCT) and discrete
wavelet transform (DWT) are used to Inde
mformation mn transform coefficients of the covert
object [5].

» Spread spectrum, 1in which the message 1s
spread over a wide frequency bandwidth than
the minimum required bandwidth to send the
information.

»  Statistical, in which the cover is divided mto blocks
and the message bits are hidden in each block.
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¢ Distortion, in which the information is stored by
signal distortion. The encoder adds sequence of
changes to the cover and the decoder checks for the
various differences between the original cover and
the distorted cover to recover the secret message.

Time-domam substitution techniques are not robust
against simple processing techniques, like compression
and transform. So, we focus on transform-domain
substitution method in this study. However, this method
has its advantages and disadvantages. For example, in
frequency or wavelet transform domains, the capacity is
higher. But, it has problem in extracting the message from
the host, due to the generated errors that result n low
quality. To overcome this problem, we propose a modified
version of substitution techmque (floating LSB) in
wavelet domain, in which the error is minimized and high
quality 1 terms of signal to noise ratio (SNR) and mean
opimion score (MOS) 15 achieved.

Related Works: Different methods have been proposed
for hiding information in digital hosts, such as audio
signals. Most of these methods make use of HAS
weaknesses.

Many researches are based on LSB method [4-6].
When this method 15 used along with wavelets [5] or with
minimum error replacement (MER) technique [6], higher
quality and capacity of steganography are achieved.
Comparing L.SB technique in time domain with wavelet
and Fourier domains shows that more bits can be hidden
1 frequency domain for similar SNR conditions.

In this way, a high bit rate LSB audio data hiding
method, that reduced embedding distortion of the host
audio, has been proposed in [6]. This paper proposed a
two-step algorithm; in which the ludden bits has been
embedded into the higher LSB layers, resulting in
increased robustness against noise addition. The key idea
of the algorithm 1s watermark bit embedding that causes
minimal embedding distortion of the host audio.

In [5], a method for digital audio steganography,
which encrypted covert data is embedded into the
wavelet coefficients of host audio signal, has been
proposed. To avoid the extraction error, lifting wavelet
transform (I.WT) has been used. For using the maximum
capacity of audio signals, hearing threshold has been
calculated in wavelet domain. Then according to this
threshold, data bits have been embedded m the least
significant bits of lifting wavelet coefficients. Tnverse
lifting wavelet transform has been applied to modified
coefficients to construct stego signal in time domain.

Also, high capacity and security steganography
using discrete wavelet transform (HCSSD) has been
proposed in [7]. The wavelet coefficients of both the
covert and secret message have been fused mto a single
image. The covert and secret message has been
preprocessed to reduce the pixel range to ensure the
accurate recovery of message at the destination. It has
been observed that the capacity and security increased
with acceptable peak SNR (PSNR) in the proposed
algorithm as compared to the existing algorithms.

As noted earlier, the capacity of the classic LSB
insertion method can be increased by performing the
embedding process in the wavelet domain. Tn this way, in
[8] an algorithm has been proposed which uses perfect
reconstruction filter banks and embedded additional
information mside wavelet domain of audio signal by
modifying 1.SB of wavelet coefficients.

As a hybrid approach, simultaneous low bit rate
encoding and mformation hiding for lighly compressed
audio signals has been reported in [9]. The tests with an
extended MPEG4 advanced audio coding (AAC) encoder
confirm the robustness of the method.

On the other hand, the most umportant type of threat
is the potential for concealing steganographic writing
within computerized images and audios [10, 11]. The best
way to guard against all the mentioned hazards of modern
steganography is "steganalysis”". In this way, a practical
forensic steganalysis tool has been proposed in [10],
which can properly analyze the statistics disturbed by
stego embedding and classify them to selected current
steganographic methods.

Also, detecting the presence of LSB steganographic
messages Il a voice secure commumcation system has
been reported in [12]. In this way, hiding the text
messages m wave files in frequency domain format using
FFT technique has been reported in [13]. Substitution of
secret speech data bits for line prediction coefficients
(LPCs) has been reported m [14], as well.

Wavelet Transform: In this section, we briefly mtroduce
the discrete and packet wavelet transforms. The discrete
wavelet transform (DWT) 1s a discipline capable of giving
time-frequency representation of signal. Starting from the
original audio signal S, DWT produces two sets of
coefficients (Fig. 1): the approximation coefficients 4 (low
frequencies) and the detail coefficients D (high
frequencies).

Depending on the application and also the duration
of signal, the low frequencies part might be further
decomposed into two parts of lugh and low frequencies.
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Fig. 1: One-level DWT decomposition
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signal 5. As can be seen, the output will be a
string with 4 subbands. Each of these belongs to a
particular resolution level of wavelet fransform. The
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Fig. 3: Packet wavelet implementation in 3 resolution

Fig. 2: Three-level DWT decomposition levels
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Fig. 4: Frequency segments for wavelet subbands (SBg) (f'kHz)

On the other hand,

decomposition (PWD) (sometimes

packet wavelet

known as just
wavelet packets) is a wavelet transform where the
signal is passed through more filters than the DWT.
In the DWT, each level is calculated by passing only
the previous approximation coefficients (CA;) through
low and high pass filters. However, in the PWD, both the
detail and approximation coefficients are decomposed

(Fig. 3).

Proposed Algorithm: To do steganography, the
subbands which have lower energy, as comparedto
audio threshold, are extracted from wavelet analysis.
For this purpose, we use packet wavelet transform
in such a way that CA, and CD, coefficients are
extracted and again this analysis is applied to CA,
and CD, to achieve CA;, CA;, CD; and CDp.
Thiz process is repeated up to one more level. The
frequencies that form an audio signal are ranged
between 20 Hz to 20 kHz. When wavelet transform is
applied to audio signal, it iz divided to separate frequency

segments by using high pass and low pass filters. The
frequency segments for each wavelet subband in this
work are shown in Fig. 4. As can be seen, the first
subband has the largest frequency range and most of the
signal energy.

On the other hand, energy level calculation
of each subband shows that the maximum level

of audio =ignal energy is in the first subband,
which is about 70% of total energy [2]. As
shown in Fig. 5, the frequencies which are

perceivable by human ear with low sound pressure
level (SPL) are in the range of 20 Hz to 2 kHz [15]. In the
present work, this is called subband 1. The other
seven subbands are placed in 2 kHz to 20 kHz frequency
range.

Due to the HAS behavior, small changes of high
subbands energy level has no significant effect on
listener. In this work, we assume that up to 2%
modification in spectrum magnitude of the mentioned
subbands is permissible. The block diagram of the
proposed method is shown in Fig. 6.
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Fig. 5: Human hearing thresholds [15]
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Fig. 6: Block diagram of proposed steganography method

At the first block, PWD is applied to the host
gignal. This transform iz performed up to the third
leve. Among different  investigated wavelet
functions, Haar wavelet function achieves higher
performance, in ferms of SNR. It iz noted that, Haar
wavelet iz a piecewise wavelet that provides orthogonal
decomposition.

In this work, the number of bits used for substitution
in each subband is floating; rather than fixed and is
calculated using the following equation:

NOSE = round (log (subband energy levelx0.027)

(1)

in which (subband energy levelx0.02) is the permiszible
fluctuation in the energy of each subband, which is

unperceivable by human ear. So, the number of bits for
each subband is different depending on its energy.
Furthermore, in order to increase the security, data
encryption iz also proposed by using a pzeudo-noise (P-
N) string.

So, the steps of data hiding algorithm are as follows:

*  Selecting host and meggage audio signals;

+  Wavelet transforming up to the third level to have 2*
subbands (in this paper, 1=3) and exfracting
subbands CA,; to CDy, (Fig. 3);

* Calculating the number of bits for substitution in
each of upper 7 subbands;

* Data encryption using P-N string;
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¢+  Embedding message signal in the host signal with the
specified number of bits;

*  Applying mverse PWD to achieve stego audio
signal.

Experimental Results: To measure the performance of
proposed method, 6 music and 2 speech signals are used.
The sampling rate 1s set to 44100 samples per second each
sample is encoded in 16 bits. The duration of these audio
signals are 1 to 10 sec.

Voice quality measurement can be carried out using
either subjective or objective methods. MOS 1s the most
widely used subjective measure of voice quality and is
recommended by the International Telecommunication
Union (ITU) [16]. A MOS value 1s nommally obtained as an
average opimwon of quality based on asking people to
grade the quality of speech signals on a five-point scale
(Excellent, Good, Fair, Poor and Bad) under controlled
conditions.

On the other hand, SNR is an mnportant factor in
determining the quality of audio data, as an objective
measure. This is particularly important in speech
recogmtion [17, 18] and coding technology [19-21], since
1t 18 well known that recogmition performance 1s strongly
influenced by the SNR [22]:

xz(n)

SNR =10logfe—oxu- ) (2)
er(n) - yinp?

Table 1: Performance of proposed audio steganography method

where x(n) is the input signal to system and y(n) is the
output signal.

The steganography signal and main host signal are
played for 15 lListeners repeatedly and scored by them.
The average value of SNR, MOS and embedding capacity
are reported m Table 1.

The performance of the proposed method 1s
compared with some other similar works in Table 2. As
can be seen, the proposed method has the highest
average SNR. But, its capacity is low.

There are two differences between the proposed
method and its competitive method, reported in [5]:

»  Steganography has been performed for 32 subbands
with different nmumber of substituted bits for all of the
subbands i [5], but it 18 performed for 7 selected
subbands in the proposed method;

»  Steganography 1s not performed for silence parts of
audio signal mn the proposed method, but 1t has been
performed for all of the audio frames in [5].

If the duration of silence parts is long, then the
proposed method shows its preference, especially in
speech signals.

The substitution specifications in different subbands
of the proposed method and 32 subbands reported 1n [5]
are listed in Table 3.

As can be seen, the average number of substituted
bits in the two methods 1s roughly the same for some of
the subbands. However, the quality of proposed method
1s higher.

Host signal Average SNR (dB) MOS Embedding capacity (%)
Song of a woman-music No. 1 51.83 4.9 18.39

Song of a woman-music No. 2 46,770 4.7 21.51

Song of a man-music No. 1 74.83 4.9 19.02

Song of a man-music No. 2 45.46 4.5 17.37

Pop music No. 1 54.08 4.7 9.90

Pop music No. 2 52.25 4.9 11.46
SpeechNo. 1 49.50 4.8 9.50
SpeechNo. 2 49.98 4.7 9.60

Table 2: Performance comparison of proposed method with some other similar methods

Researchers/Method Average SNR (dB) Embedding capacity (%)
Pooyan and Delforouzi [ 5] 39 20,0

Cwejic and Seppanen [ 6] 42 17.5

Cwejic and Seppanen [ 23] 39 320

Bao and Ma [24] 36 2.0

Proposed in this paper 49 14.3
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Table 3: Substitution specifications in different subbands of the proposed method and a similar work [ 5]

Average No. of substituted Subband in Average No. of substituted bits
Subbands [5] bits in subbands [5] the proposed method in subband of the proposed method
5to08 425 2 46
9012 5.25 3 4.5
13to 16 5.00 4 6.1
17to 20 5.25 5 4.0
21to 24 575 6 5.2
25to 28 6.00 7 5.8
20to 32 7.25 8 7.2
CONCLUSION 6. Cvejic, N. and T. Seppaner, 2004,

In this paper, an audio steganography method has
been proposed which uses packet wavelet subband
coefficients to hide messages. For this purpose, message
signal has been embedded in LSBs of packet wavelet
coefficients. The performance of proposed method is
compared, m terms of embedding capacity, SNR and
MOS, with some other sumilar works. Experimental results
have shown that the proposed method has lugh quality in
terms of average SNR and MOS, when the tests are
performed on music and speech signals. This method
offeres acceptable capacity, as well. In addition, by using
a modified version of substitution technique (floating
1.SB) we can overcome the weakness of substitution
methods in resisting even simple aftacks, such as
compression.
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