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Abstract: In this paper attempt has been made to explain a fuzzy commitment scheme on an algebraic coding
theory based public key cryptosystem which relay on the difficulty of decoding and proposed by McEliece in
1978. Here we present a fuzzy commitment scheme which avoids hash finction and use the high speed and
probabilistic encryption/decryption of McEliece cryptosystem to enhance the efficiency of fuzzy commitment

scheme.
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INTRODUCTION

commitment schemes are an

In cryptography,
essentials ingredient of many cryptographic protocols.
A commitment scheme is a method that allows a user to
commit a value while keeping it hidden and preserving the
user’s ability to reveal the committed later [1]. Parties
which perform according to the prescribed rule and aimed
to achieve the protocol objective are called “Honest”
[1, 2]. Fuzzy commitment scheme was introduce first by
Juels and martin but fuzziness was added 1n it later by
Juels and Watfenberg m 1999 [1].

McEliece proposed the first public-key cryptosystem
( the McEliece Scheme) based on algebraic coding theory
mn 1978 [3] . The idea behind this public-key cryptosystem
is based on the fact that the decoding problem of an
arbitrary linear code is an NP- hard problem [4]. The
McEliece has the advantage of high speed encryption and
decryption and this system employs probabilistic
encryption [5, 6], which 13 better than other type of
determimstic encryption [7, 8] m preventing the
elimmation of any information leaked through public-key
cryptography.

Linear codes are also used for encryption, for example
i the McEliece cryptosystem [3], to encrypt a message it
is encoded and an error vector of fixed weight ¢ is added.
Decryption requires the solution of the decoding problem.
In order for error correction to be efficient , the decoding
problem must be efficiently solvable. Also, coding theory
based cryptosystems can only be secure if decoding is
hard without the knowledge of a secret. This is both true

for binary Goppa codes. Decryption of a coding theory
based cryptosystem means solving a decoding problem
for which the weight of the error.

Vector is known. If we have no special knowledge
about the linear code such as a generating polynomial of
a Goppa code, then generic methods for decoding can be
used. The efficiency and security of McEliece
cryptosystem RBA
cryptosystem, [9]. This cryptosystem can not be used for
authentication because the encryption is not one to one
and total algorithm 1s truly asymmetric.

Most commitment schemes i the literature are based
on hash functions [10, 15], which cause them to share two

comparatively better than the

shortcomings:

¢ The hash functions used should be strongly collision
free. However, this property can only be empirically
checked. Tt actually turns out that some schemes are
inadvertently based on weakly collision-free hash
functions.

»  Hash functions alone camnot offer non-repudiability.

Here m this paper we tried to enhance the fuzzy
commitment scheme by using code base cryptosystem
like based on Goppa Code. The rest of the paper is
organized as follows: In section 2 We present a brief
introduction of crisp commitment schemes, McEliece
public key cryptosystem and defined some used term in
the rest of the paper. In section 3, we give our new
proposed scheme. Tn section 4 we analyze the security of
proposed approach.
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Preliminaries

Crisp Commitment Schemes: Inn a commitment scheme,
one party Alice (sender) aim to entrust a concealed
message m to the second party Bob(receiver) , mtuitively
a commitment scheme may be seen as the digital
equivalent of a sealed envelope. If Alice wants to commit
to some message m she just puts it into the sealed
envelope, so that whenever Alice wants to reveal the
message to Bob, she opens the envelope.

First of all the digital envelope should hide the
message from, Bob should be able to learn m from the
commitment. Second, the digital envelope should be
binding , meaning with this that Alice can not change her
mind about m and by checking the opemng of the
commitment one can verify that the obtained value is
actually the one Alice had in mind origmmally [12, 13].

The McEliece Public-key Cryptosystem: For each
ureducible polynomial g (x) over GF (27) of degree t, there
exists a binary irreducible Goppa code of length n = 2™ and
dimension k > n-m T, capable of correcting any pattern of
t or fewer errors. As it is a linear code, it can be described
by its & % n generator matrix G. With the aid of a regular
k> k matrix S and an # * # permutation matrix P, a new
generator matrix G is constructed that hides the
structure of G:

G=5.G.P

The public key consists of G'and the matrices S and
P together with g (x) are the secret key. The new matrix G’
is the generator matrix of ancther linear code, that is
assumed to be difficult to decode if the trapdoor
information is not known. The encryption operation
consists of multiplication of the k-bit message vector by
G’ and the modulo 2 addition of an error vector e with
Hamming weight. ©:

c=m.Geae:

The First step of the decryption is the computation of
cP~'. Subsequently the decoding scheme makes it
possible torecoverm . Sfrom eP ' =(m. . Gre (e P

The message m is finally constructed by a
multiplication with 5~ [3, 14].

Definition: A metric space 15 a set C with a distance
function dist : CxC—R" =[0,0), which obeys the usual
properties(symmetric, triangle inequalities, zero distance
between equal points).
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Definition : T.et C'{0,1}" be a code set which consists of a
set of code words ¢ of length n. The distance metric
between any two code words ¢ and ¢ m C is

defined by dist{c,.c,) :i ¢e eC s This 1s
r=i

CU’ - C_})’

known as Hamming distance [11].

Definition: An error correction function f for acode
C 18 defined as flc) = {¢,/dist (c,c) is the mimmum,
over C - {¢}}. Here, ¢, = f (c) 1s called the nearest
neighbor of ¢, [1].

Definition: The measurement of nearness between two
code words ¢ and ¢1s defined by nearness (¢, ¢ ) = dist
(c, ¢)/ n, it is obvious that O < nearness (c, ¢ ) <1 [2].

Definition: The fuzzy membership finction for a
codeword ¢ to be equal to a given ¢ 18 defined as [8].

FUZZ{c' ) =0

4

if nearness(c,c’)=z<z,<1

otherwise

The Proposed Scheme: The scheme consists of three
phase: first setup phase, second commitment phase and
third opening /verifying phase.

Setup up phase: Attime 7, it is agreed between all that

CK = XOR

f = nearest neighbour in {A(m)}.
Z, = 0.20

Id, = Identifier

It 1s assumed that McEliece public key (P,) 1s
duly certified and public. Tt can be described by its
kxn generator matrix G. With the aid of a regular
kxk matrix 3 and an mxpr permutation matrix P, anew
generator matrix O is constructed that hides the
structure of G-

3=58.G.F

The public key consists of Gand the matrices S and
P together with g(x) are the private key(S,).
the
stated n mtroduction section that This cryptosystem
can not be used for authentication because the

Here, root cause for using Id, as we

encryption is not one to one and total algorithm is truly
asymimetric.
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Commitment phase: Attime #,

Alice chooses message m (k bit vector) m the form of
bitstring to which she wish to commuit.
Alice generates a secret pseudo g-bit
vector I.

Alice has a identifier Id, of p-bit random vector.
Alice concatenate her identifier Id, with secret
pseudo g-bit random vector r which give us a vector
R=Id)|| r.

random

Here h(n1) = mP, where h(m) c GF(27),

Encryption: C = mP, @ e, where ¢ = g(R), here g 15 an
mvertible function which maps R in to an n-bit error
vector of weight T.

According to the algorithms comwnita lg (e,) mto
string ¢ 1.e. her commitment
¢ = commita 1g (XOR, h(m),C) then after Alice sends ¢ to
Bob, which Beb will receive as # (c), where ¢ is the
transmission function which includes noise .

Open Phase: Alice sends the procedure for revealing the
hidden commitment at time ¢, and Bob use this, So Alice
discloses the procedure A(m) and C to Bob to open the
commitmernt.

openalg (e;): Bob constructs ¢ using commmita lg,
message £(m) and cpening key

Le ¢ = commita lg (XOR, {(h(m)), C)) and checks whether
the result is same as the received commitment #c).

Fuzzy decision making

If (nearness (t{c), &) <Zy)

Then A 1s bound to act as i m
Else he 1s free not to act as #.

Then after acceptance, Bob decrypt the massage as
first m can be recovered by using the decryption
algorithm in the original scheme. In the meantime, the
value g(R) can also be obtained. Then the receiver
computes R = g~ (g(R)), where g' is the inverse of g.
finally Bob calculates A¢)(SGP)™" and finally get the
message. Here Bob get the Id, from the R to know the
authenticity of the sender.

Security Analysis: Using a public key cryptosystem to
construct a commitment is a way to achieving non-
repudiability and authentication, a property which can not
be offered by hash functions alone.
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Here we know that a commitment scheme 1s secure if
the binding and hiding properties are both satisfies.
m section 3 1s

. scheme

Is the proposed
computationally binding.

Is 1t possible that Alice find a way to commit a value
and later another value to Bob without being detected? In
order to cheat successfully, Alice has to find a pair as
o =0,

Here coding theory based cryptosystems can only be
secure if decoding is hard without the knowledge of a
secret. This is both true for binary Goppa codes.

Hence after opening the commitment

¢, =C,
mF, De, =m,F, De,

Herem, # myande, # e,

So by this

C, # C;, here Alice has no way to cheat, 1.¢., the proposed
scheme is computationally binding.

e  The proposed scheme in section 3 is information
theoretically hiding.

Is it possible that Bob find a way to practice fraud i.e.,
extract Alice commitment before the open phase. Before
open phase, Bob knows only ¢ but in open phase Alice
discloses the procedure g(m) and C (which reveal the
3,G.,P) to Bob to open the commitment.

Under these assumption infect, Bob has no chance to
practice fraud no matter how powerful computation ability
possesses, i.e., the proposed scheme is information
theoretically binding.

CONCLUSION

By using McEliece in fuzzy commitment scheme error
vector e used to enhance the security of the function
hiding, particularly against matrix factorization attacks.
The main feature of this approach 1s randomness of the
error vector concatenate with identifier, here identifier
provide the authenticity with randomness, so we
can not obtain any information about the positions in
which the error occurs. Thus the information rate is
increasing and mformation leakage rate decreasing by
using this approach. To provide better security, it is
suggested that data compression technique be applied
before encryption.
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