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Abstract: A mobile ad-hoc network is a self configure network with dynamic infrastructure. The mobile network
is  self  formed  and  self  healing  network.  In  MANET  mobile  nodes are connected by means of Wi-Fi,
satellite transmission, etc to form a mobile network. Multi-hop technique is used while sending messages from
source to sink; it also reduces delay in packet transferring. The path keeps on changing due to the movement
of  mobile  nodes. Clusters  are  created  to  increase  the communication speed and make it simple to use.
Cluster head is selected based on its power, signal strength, coverage area etc. The major function of the cluster
head is to manage the keys and share it with the nodes in the network. The key in a group of mobile nodes are
managed by the group key management. Re-Keying is the technique in with the keys will be changed in certain
interval of time. In his paper we propose batch rekeying technique which changes a set of keys at certain
interval of time which helps in secure communication. Since we combine many systems from different location
the security of the network or system reduces which can be overcome by batch rekeying and Mutual
authentication scheme. It is used to reduce the steps to generate the one time password and also reduces the
packet size.
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INTRODUCTION networking device is required for communications.

Mobile Ad-Hoc Network: A mobile ad-hoc and DCE (Data Communication Equipment).
network (MANET) is a continuously self- MANETs are a kind of Wireless ad-hoc network that
configuring network without infrastructure. The network usually has a routable networking environment on top of
is decentralized; where all network activity including a Link Layer ad hoc network. MANETs consist of a peer-
discovering the topology and delivering messages to-peer in contrast to a mesh network has a central
must be executed by the nodes themselves controller.

In MANET every mobile device can move Internet based mobile ad hoc networks (iMANETs)
independently in all direction and they may change its are ad hoc networks that link mobile nodes and
links to other devices frequently. Each mobile node acts fixed Internet-gateway nodes. For example,
as a router and must forward traffic unrelated to its use. multiple sub-MANETs may be connected by in a
The prim challenge in building a mobile network is classic Hub-Spoke VPN to create a geographically
equipping each device to continuously maintain the distributed MANET. In such type of networks
information to properly route traffic in interconnected normal adhoc routing algorithms don't apply directly.
networks. These networks may operate by connecting In MANET clustering of nodes are done to form
itself to the larger Internet or may operate on its own. groups which help in key management. The topology,
They may contain one or multiple and different the nodes, leader of the group or the cluster and the keys
transceivers between nodes. This may be a result of are updated in certain time interval or after some time
highly dynamic, autonomous topology. Each node is period. SGC is possible only if there is a group with a
working as intelligent node not as any mediator leader. This helps in sharing and communicating to each

Each node is work as a DTE (Data Terminal Equipment)
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other group in a safe way So that the messages are not Each cluster has a group leader who coordinates the
know or accessed by unwanted members outside the group the leader is also called as the central server.
road. Keys are used for encryption and decryption The leader acts as a base station with in a group and
purpose. communicate with other group. The nodes are divided

in two groups so that the node comes in some
Network Simulation: The general-purpose simulators; group and the group does not overlap each other.
NS-2 and OMNeT++, followed by a deeper investigation Some nodes are selected as group leader for the key
of several WSN specific simulators. management and other functions. When the nodes move

NS-2: One of the oldest and most used simulators is the nodes which go out of one cluster gets connected to the
ns-2. It dates back to 1989 as a general-purpose network other. Grouping also helps in reducing the number of keys
simulator. Like every other simulator examined in this required in a network. when the node keeps on moving
thesis proposal, it is a discrete event-driven simulator. and if it losses it connection with the group leader then it
Although it is an extensible simulator, its main drawbacks send request to the group leader whose signal is very
are its limited scalability, packet formats, MAC protocols close to it, so that it can join in that group. Secure group
and energy model that differ from those used on WSNs. communication.
Finally, ns-2 lacks a sensing and application model.
Many of these drawbacks have been made up for with Key Management: Authentication is mainly for secure
add-ons such as Mannasim adding sensing, application, communication, it is the process of just checking the
MICA2 physical and other models as well as several sender is a trusted one or not and to check the trustiness
WSN protocols, or SensorSim adding sensing and energy of the message received (i.e.) to see if the messages are
model and others. However, SensorSim has never been changed by others outside the network or the group.
finished and the public release was withdrawn. The messages that are sent can be encrypted with the

OMNeT++: Another very popular general-purpose help of keys; the keys can be symmetric or asymmetric in
simulation platform, OMNeT++ has been been started in symmetric method only one key is used for both
1993 as OMNeT. OMNeT++ is written in C++ and is an encryption and decryption. In asymmetric method there
extensible discrete event simulator. One of its main are two different keys are used for encrypted and
advantages and reasons for its popularity is a powerful decryption. Public key cryptography system or public key
graphical user interface that visualizes all the details of the infrastructure is a set of software, hardware, etc which
simulation. Additionally, OMNeT++ includes integrated helps to create, manage he digital certificate. PKI binds
development environment for effective simulation public key with the respective user id with the help of
development. Actual simulators are developed as module certificate authority (CA).
packages on top of OMNeT++. For WSNs, main We can also use the third party or software to
representatives are the MiXiM and Castalia simulators. provide the details instead of the CA. Key management
More details on these are provided in their respective systems are susceptible to security attacks as they work
sections. The only effort to our knowledge, with an contactless, an attacker can work remote and passive
exception for, to simulate key establishment protocols and attacks will not be noticed. These security risks have to
perform security evaluation of these is based on be dealt with in order to gain a broad user acceptance.
OMNeT++. Authors used it to evaluate performance and
security of several basic schemes. However, it is not clear Group Key Management: There are two group key
whether they used some of the WSN specific simulators management protocols they are Centralized Key
built on top of OMNeT++ or OMNeT++ on its own as the Management protocol and Distributed Key Management
source codes were not made public. Protocol[1]. We use Centralized Key Management

Related Works a centralized key server. A new node that enters the
Clustering: Clustering or group formation is a process cluster send request for group key to the key server.
in which the network is sub divided in two small The key server authenticates the request sent by the
groups called clusters. Clustering helps is solving the sender for the key with an authentication protocol and
key management and routing problem in MANET. provides confidentiality, integrity and authenticity.

the topology of the network keeps on changing and the

Protocol in a wireless environment with infrastructure and
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The group member uses the group key to encrypt the has to be updated and distributed to all group members.
messages to accomplish access for authorized receivers. This process is called rekeying operation. New member
We maintain a key tree based on LKH for updating the cannot decrypt the stored multicast data before its
group key after a join or leave of a node event to satisfy joining the group this prevents a leaving member from
forward and backward requirements respectively. eavesdropping future data.
Each node in the tree indicates a key. The centralized key
distribution connects the group member with a leaf node Periodic Batch Rekeying: We can join or leave request
of the tree all the keys from its leaf node up to the root very frequently for a large dynamic group. Rekeying for
node are known to each group member. The set of keys each node in the network is performed whenever a new
known member are called as key path. When a new user joins the group or a current member leaves the group
member joins or leaves the group, the key server updates or after a certain period of time. This is not suitable for a
all key path related or connected to that member [2]. large dynamic group because of the significant
This is an efficient way of updating the group keys. communication overhead incurred by frequent rekeying

Secure Remote Password: SECURE REMOTE The overhead is exacerbated by the need to authenticate
PASSWORD (SRP) is mainly a key exchange and a each rekeying message. Synchronization become difficult
authentication protocol, this is mainly for increasing the to maintain if the group key is rekeyed immediately after
security. SRP protocol use a predefine password and each node joins or leaves the network. In order to
the verifier to construct a key. It is a fast mutual overcome these problems we use batch rekeying using
authentication scheme which restricts the attacks. It is which joining of node and leaving the node requests are
very difficult to find the password and past session key aggregated and rekeying is performed only in period
by compromising the server. Even if we find the session intervals. In batch rekeying the nodes are not allowed to
key we can’t find the password. SRP mainly uses join or leave the network immediately. It reduces the
asymmetric key exchange (AKE) and stored password rekeying process in dynamic group communications and
verification. AKE uses hash function to compute and to improve efficiency and reduce the problem that occurs.
store the data in the server. When the client enters the Individual rekeying is inefficient while compared to
password the password and the client id are checked in periodic group rekeying in a dynamic and large network.
the database of the server. Each node generates a random The user can not join the network without authorization,
number and calculate the session key based on the i.e.; Untrusted Joins. Leaves can be Trusted or Untrusted.
password entered, in this protocol the hash code is also Trusted leave - User voluntarily leaves the group.
verified. Untrusted leave – User is evicted from the group. if

Re-Keying: Rekeying is transparently to all users. Untrusted leave it will result in a period of security
Rekeying is the process of changing the lock so that a vulnerability [4].
new key or a different key can be used. Rekeying is done
when the lock owner thinks that the unauthorized persons Probability of trustworthiness.
has the key of his lock, so the lock can be changed and a
new key can be used for the lock. We mainly change the P = number of trusted leave operating
session key and the encryption keys. This limits the total no. of trusted and untrusted leaves
amount of data encrypted with the same key. The keys a
changed continuously after certain volume of data has be Optimal batch rekey interval is used to reduce the
encrypted and transmitted on a single key or based on interval to minimal for communication, the cost for
time period it may be changed. This rekeying method was each join and each leave also reduces. We develop
implemented by key exchange. Internet key exchange threshold-based periodic batch rekeying protocols
(IKE) protocol or Temporal Key Integrity Protocol (TKIP) and demonstrate that an optimal batch rekey interval
can also be used. Rekeying prevents from key recovery exists in each protocol. We compare these protocols to
attacks. identify the best protocol that can minimize the

Each member has a key for encryption and decryption communication cost for rekeying while satisfying
the data. When a member joins or leaves a group, the key application requirements.

in bandwidth-constrained wireless communications.

rekeying doesn’t take place immediately after an

t
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Broadcasting: Broadcasting is the process of sending tested in a reality. In order to overcome this
data to all the nodes within a range or within a limited
area. We can even broadcast for a cluster or a group.
Broadcasting is mainly used for sending the keys to all
the nodes in a group and in a cluster. The broadcasting is
done by the cluster head to the cluster and by the group
leader to all the group members (nodes). When a node
enters a group or a cluster newly den it has to send
request for the key, once the request is received then the
node will be checked for its trustiness if it is trustable then
the key will be sent to that node alone. The next time
when the key is changes (rekeying) then the key will be
sent to all the nodes even to the new node that has
entered the group. The broadcast of the key takes place
after certain time interval or sometimes based on the
number of data sent. The data or the key that are
broadcasted will be saved in the database.

SGMA: Secure and efficient SG mutual authentication
(SGMA) scheme is an SG key management (SGKM)
protocol. SGMA provide a efficient mutual authentication
between the smart meter (SMs) and the security and
authentication server (SAS). This SGMA reduces the
number of secure remote password (SRP) and the
exchanged packets.

It provides an efficient key management protocol for
smart grid (SG) communication. The nodes use both
Private and public keys for uncasing and to communicate
with in nodes. The secured communication is based on
PKI. Key refreshment process may be of three types they
are Short-Term Refreshment Process (STR), Medium-Term
Refreshment Process (MTR) and Long-Term Refreshment
Process (LTR). The SM and the SAS duties of each
process may vary accordingly with respect to the key and
the nodes.

Security: The security of the SGMA and SGKM are
evaluated with the help of automated validation of
internet security. with the help of all these protocol the
cost of the system is reduced, the security has increased
and the protection against different attack has be
stopped, reduced and information is passed about few
attacks. This AVISPA is the most trusted tool to evaluate
and analyze the ability of few scheme or protocol.
Confidentiality, integrity, availability and authentication
are the mainly important for improving the security.

Implementation
Simulation of MANET: Since wireless technology and the
protocols used are very complex and costly they can’t be

problem we are using network simulation-2 software
(NS2). With the help of this simulation software we can
find out the problems in design, we can find out the
capacity, few new ideas and different approaches. For
MANET design we need two components they are
Network and mobility. Traffic flow simulator generates
required realistic mobility traces to be used in network
simulator as an input.

In MANET mobility generators are of two main types
they are microscopic and macroscopic. The Macroscopic
focus mainly on mobility of flow of mobile nodes and not
all the individual nodes. In this the generations of mobile
traffic such as traffic density or traffic flows are defined.
In the other types of the mobility models, microscopic
approach, the movement of each individual node and
the node behavior is important. In macroscopic,
parameters for the mobility generator can be the root
map, scenario of node travelling.

Network simulator is usually used for simulation the
computer networks. They are used for simulating the
MANETs by evaluating the performance of network
protocols for mobility of nodes and other required
technique. Most currently used network simulators are
developed for MANETs. The traffic demand can be define
with different sources. For large-scale scenarios usually
O/D matrices (origin/destination matrices) are used. O/D
matrices describe the movement between traffic
assignment zones in vehicle number per time.

The shortest path through the road network is
calculated using the Dijkstra algorithm. When a mobile
node arrives to its destination, it shuts down all interfaces
and is removed from the map.

We consider that this behavior is a better
approximation to real mobility than other proposed
mobility models in which nodes never stop,
following infinite routes. We want to remark that the
duration of the routes is unpredictable and removing a
node means that all the packets contained in its buffer will
be lost. In a real situation packets could be reintroduced
in the network when the node starts a new route, but only
under the assumption that the maximum delay is much
lower than the average stop time; we can also assume that
all the packets contained in the buffer when a node stops
will never arrive.

Performance: The  performance   of   rekeying  protocol
is based on communication cost and the trade-off
between    performance,    security and    storage    cost.
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Fig. 1: Delay outside attackers since the nodes can’t enter or leave

Fig. 2: Performance Ad-Hoc Networks (Manets)” International Journal

The communication cost consist of rekeying, pp: 11.
group rekeying, broadcasting, revocation of nodes, 2. Bing Wu, Jie Wu and Yuhong Dong. “An Efficient
key distribution with in groups in a secure manner. Group Key Management Scheme For Mobile Ad Hoc
Revocation consists of table that has id of the Networks” Int. J. Security And Networks, Vol.
node being revoked, a verification key and a MAC of the 3. Jin-Hee Cho, Ing-Ray Chen and Mohamed
notice and the message. In rekey operation, a node Eltoweissy. “On Optimal Batch Rekeying For Secure
transmits one encrypted key to its children’s in the Group Communications In Wireless Networks
delivery tree if they share a direct path. Every node “Wireless Netw Doi 10.1007/S11276-007-0032-Y
receives one encrypted key on average every node Springer.
transmits one encrypted key although an intermediate 4. Vimala, N., B. Jayaram and R. Balasubramanian, 2011.
node transmit more than one keys whereas a leaf node “Efficient Group Key Management Protocol For
does not transmit at all. Region Based Manets” Iacsit International Journal

If we compare the performance of batch rekeying and Of Engineering And Technology, Vol.3, 1: 1793-8236
rekeying, rekeying is not best suited for a dynamic and 5. Eschenauer, L. and V.D. Gligor, 2002.
large network. Since the rekeying takes place for each and “A key-management scheme for distributed sensor
every node at certain interval or immediately after a node networks,” in Proceedings of the 9 ACM conference
enters or leaves the network this may cause lot of on Computer and communications security, CCS ’02,
confusion because rekeying takes place continuously and (New York, NY, USA), pp: 41-47.

very frequently in a huge network [3]. In batch rekeying
the nodes are not allowed to join r leave the network
easily and very soon. Due to the restriction of node entry
and leaving the security will increase. In this rekeying will
take place for certain interval.

CONCLUSION

In this paper, we propose scalable and efficient group
key management protocol along with batch rekeying for
ad-hoc networks. The protocol that we use is based on
levels of security and its application. The properties of
batch rekeying protocol are efficiency, scalability,
statelessness and prevent nodes from both inside and

soon as they think. Batch rekeying; increases the security
by providing a secure communication guided routing to
nodes in MANET and for data communication security on
receiving the data or sending the data to and from other
mobile nodes.

In future we can apply region based rekeying alone
with batch rekeying since it will be more efficient and
increase the security of the network and reduce the cost
of the network.
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