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Abstract: In this paper, we address the problem of providing STAR attack model. The Baffled traffic model is
proposed to overcome the STARS attack. Control message is exchanged between each node in the region
periodically. So the entry in the point to point matrix is 1 always. Simultaneously, the data is broadcasted to all
the nodes in its region to confuse the traffic monitoring node.
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INTRODUCTION

Communication anonymity is a critical issue in
MANETSs, which generally consists of the following
aspects: 1) Source/destination anonymity-it is difficult to
identify the sources or the destinations of the network
flows. 2) End-to-end relationship anonymity-it is difficult
to identify the end to-end communication relations. To
achieve anonymous MANET communications, many
anonymous routing protocols such as ANODR, MASK
and OLAR have been proposed. Though a variety of
anonymity enhancing techniques like onion routing and
mix-net are utilized, these protocols mostly rely on packet
encryption to hide sensitive information (e.g., nodes’
identities and routing information) from the adversaries.

However, passive signal detectors can still eavesdrop
on the wireless channels, intercept the transmissions and
then perform traffic analysis attacks. Over the past few
decades, traffic analysis models have been widely
investigated for static wired networks. For example, the
simplest approach to track a message is to enumerate all
possible links a message could traverse, namely, the brute
force approach. Recently, statistical traffic analysis
attacks have attracted broad interests due to their passive
nature, i.e., attackers only need to collect information and
perform analysis quietly without changing the network
behavior (such as injecting or modifying packets).
The predecessor attacks and disclosure attacks are two
representatives. However, all these previous approaches
do not work well to analyze MANET traffic because of the
following three natures of MANETS: 1) The broadcasting

nature: In wired networks, a point-to-point message
transmission usually has only one possible receiver.
While in wireless networks, a message is broadcasted,
this can have multiple possible receivers and so incurs
additional uncertainty. 2) The ad hoc nature: MANETSs
lack network infrastructure and each mobile node can
serve as both a host and a router. Thus, it is difficult to
determine the role of a mobile node to be a source, a
destination, or just a relay. 3) The mobile nature: Most of
existing traffic analysis models does not take into
consideration the mobility of communication peers, which
make the communication relations among mobile nodes
more complex.

In an evidence-based statistical traffic analysis
model, every captured packet is treated as evidence
supporting a point-to-point (one-hop)
between the sender and the receiver. A sequence of
point-to-point traffic matrices is created and then they are
used to derive end to-end (multihop) relations. This

transmission

approach provides a practical attacking framework against
MANETs but still leaves substantial information about
the communication patterns undiscovered.
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Fig. 1: Design of MANET Network
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First, the scheme fails to address several important
constrains (e.g., maximum hop-count of a packet) when
deriving the end-to-end traffic from the one hop
evidences. Second, it does not provide a method to
identify the actual source and destination nodes (or to
calculate the source/destination probability distribution).
Moreover, it only uses a native accumulative traffic ratio
to infer the end-to-end communication relations (e.g., the
probability for node j to be the intended destination of
node i is computed as the ratio of the traffic from i to j to
all traffic coming out from node i) which incurs a lot of
inaccuracy in the derived probability distributions.

Reusing the evidence-based model, a novel statistical
traffic pattern discovery system (STARS) is enhanced.
STARS aims to derive the source/destination probability
distribution, i.e., the probability for each node to be a
message source/destination and the end to-end link
probability distribution, i.e., the probability for each pair
of nodes to be an end-to-end communication pair. To
achieve its goals, STARS includes two major steps: 1)
Construct point-to-point traffic matrices using the
time-slicing technique and then derive the end-to-end
traffic matrix with a set of traffic filtering rules; and 2)
Apply a heuristic approach to identify the actual source
and destination nodes and then correlate the source
nodes with their corresponding destinations.

Literature Review: Yang Qui [1] propose a novel STARS
for MANETSs. STARS are basically an attacking system,
which only needs to capture the raw traffic from the
PHY/MAC layer without looking into the contents of the
intercepted packets. From the captured packets, STARS
constructs a sequence of point-to-point traffic matrices to
derive the end-to-end traffic matrix and then uses a
heuristic data processing model to reveal the hidden
traffic patterns from the end-to end matrix. Our empirical
study demonstrates that the existing MANET systems
can achieve very restricted communication anonymity
under the attack of STARS.

Y-Zhang [6] proposed to enable both anonymous
MAC layer and network-layer communications but
focused only on the passive attack. A Boukerche [10]
used a methodology of SDAR protocol for providing
privacy and anonymity in ad hoc networks but it
encrypted the routing packet header and abstaining from
using unreliable intermediate nodes leads to routing.

Due to the of radio transmissions
communications in wireless networks are easy to capture
and analyze. Next to this, privacy enhancing techniques
(PETs) proposed for wired networks such as the Internet
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often cannot be applied to mobile ad hoc networks
(MANETSs). In this paper [2] S.seys and B.preneel
presented a novel anonymouson demandroutingscheme
for MANETs. We identify a number of problems of
previously proposed works and propose an efficient
solution that provides anonymity in a stronger adversary
model.

Anonymouscommunication methods, try to prevent
traffic analysis attacks by hiding nodes' identities from
outside observers. As a result, adversaries cannot find
any correlation between observed traffic patterns and
nodes' real information. In this paper, R. Shokri, M.
yabandeh and N. Yazdani [3] have introduced Pseudo
AODV protocol in which originidentifiersof nodes are
replaced by randomly generated pseudonyms in ad hoc
on demand distance vector (AODV) routing scheme. The
main contribution of our protocol is improving AODV to
provide sender/recipient and relationship anonymity with
the least computational overhead. Simulation results
shows the lower imposed overhead of our method in
comparison with similar protocols.

M. Reed [5] describesanonymous connectionsand
their implementation usingonionrouting. This paper also
describes several application proxies for onion routing, as
well as configurations of onion routing networks.

Onion routingis an infrastructure for private
communication over a public network. It provides
anonymous connections that are strongly resistant to
both eaves dropping and traffic analysis. Onion routing
'sanonymous connections are bi-directional, near real-time
and can be used anywhere a socket connectioncan be
used. Any identifying information must be in the data
stream carried over an anonymous connection. Anonionis
a data structure that is treated as the destination address
byonion routers; thus, it is used to establish an
anonymous connection. Onions themselves appear
different to eachonionrouter as well as to network
observers. The same goes for data carried over the
connectionsthey establish. Proxy-aware applications,
such as Web browsers and e-mail clients, require no
modification to useonionrouting and do so through a
series of proxies. A prototypeonion routing network is
running between our lab and other sites.

X.wang [12] investigated the fundamental limitations
off low transformations in achieving anonymity and we
show that flow transformations do not necessarily
provide the level of anonymity people have expected or
believed. By injecting unique watermark into the inter-
packet timing domain of a packetflow, we are able to make
any sufficiently longflowuniquely identifiable even if.
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« [t is disguised by substantial amount of cover traffic.
» Itis mixed or merged with a number of otherflows.

» Itis split into a number sub flows.

* There is a substantial portion of packets dropped.

« It is perturbed in timing due to either
naturalnetworkdelay jitter or deliberate timing
perturbation.

In addition to demonstrating the theoretical

limitations of low-latency anonymous communications
systems, he developed the first practical attackon the
leading commerciallow-latency anonymous
communication system. Our real-time experiments show
that our flow water marking attackonly needs about 10
minutes active our analytical and empirical results
demonstrate that achieving anonymity inlow-latency
communication systems is much harder than we have
realized and current flow transformation basedlow-latency
anonymous communication systems need to be revisited.

Proposed System: To provide solution to the STARS
attack model in MANET, We have proposed a new secure
data transmission model named as Baffled Traffic model.
This proposed model comprises the following modules

*  Network Partition

*  Detection of gateway node to reach the destination
region

*  Priority ordered control message exchange

»  Broadcasting the data to the nodes in its region

Network Partition: Initially, the network region is
partitioned into grid. In Figure 2, Let us say the horizontal
width of the network area is x and the vertical height of
the area is y. The identifier ‘a’ denotes each region’s
width and height. Then the Number of rows (NoR) in grid
is given by;

NoR=2
a

Number of columns (NoC) is given by;

NoC=2
a

Number of grids (NoG) in a network region is given by;
NoG = NoR x NoC
Detection of Gateway Node to Reach the Destination

Region: Each and every node maintains its neighbor table
along with its region number. The source node detects the
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Fig. 2: Network Partitioning into Grids
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Fig. 3: Block diagram

route by using shortest path algorithm. Then extract the
region number of the nodes in the route. For the next
region to which the source node have to transmit the data,
it will find the common node by analyzing the neighbor
table. Then that gateway node detects the next gateway
node dynamically. This process continues until reach the
region of destination node.

Priority Ordered Control Message Exchange: In
Figure 3, each and every node in our network region has
to exchange the control information as flag value ‘1’ or “0’.
‘1’ indicates that node need to transmit data and ‘0’
indicates that node is idle. After receiving flag message
the Gate way node wait for data from that particular node
which send the flag value 1. If the gateway node receives
flag value 1 from more than one node in the sense, it will
assign priority according to its urgency. It will broadcast
the data to next region according to its priority. During the
data transmission also the control message is exchanged
between the nodes.
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Broadcasting the Data to the Nodes in its Region:
The source node broadcast the data its region.
The Gate way node broadcast the received data to the
nodes in the next region to reach the destination.
This process continues until reach the region of
destination node. If the source and destination is in the
same region means the source will send by broadcasting
to its region.

in

Block Diagram of Baffled Traffic Model

System Design: We assume the anonymity enhancing
techniques are used to protect the MANETs. However,
these techniques are designed to different levels of
anonymity. To focus on the statistical traffic analysis, we
assume that a combination of these techniques is applied
and the targeted MANET communication system is
subject to the following model:

The PHY/MAC layer is controlled by the
commonly used 802.11(a/b/g) protocol. But all MAC
(packets) encrypted that the
adversaries cannot decrypt them to look into the
contents.

Padding is applied so that all MAC frames (packets)
have the same size. Nobody can trace a packet
according to its unique size.

The “virtual carrier sensing” option is disabled.
The in MAC and
IP headers are set to a broadcasting address
(i.e., all “1”) or to use identifier changing
techniques. In this case, adversaries are prevented
from identifying point-to point communication
relations.

No information about the traffic patterns is disclosed
from the routing layer and above.

Dummy traffic and dummy delay are not used due to
the highly restricted resources in MANETS.

frames are SO

source/destination addresses

Attack Model: The attackers’ goal is to discover the
traffic patterns among mobile nodes. Particularly, we have
the following four assumptions for attackers:

The adversaries are passive signal detectors, i.e.,
they are not actively involved in the communications.
They can monitor every single packet transmitted
through the network.

The adversary nodes are connected through an
additional channel which is different from the one

337

used by the target MANET. Therefore, the
communication between adversaries will not
influence the MANET communication.

« The adversaries can locate the signal source

according to certain properties (e.g., transmission
power and direction) of the detected signal, by using
wireless location tracking techniques such as
triangulation, nearest sensor, or RF fingerprinting.
Note that none of these techniques can identify the
source of a signal from several nodes very close to
each other. Hence, this assumption actually indicates
that the targeted networks are sparse in terms of the
node density. In other words, any two nodes in such
a network are distant from each other so that the
location tracking techniques in use are able to
uniquely identify the source of a wireless signal. In
the following of this paper, unless specifically
denoted as “signal source” or “source of signal,” the
word “source” indicates the source of a network
flow.

The adversaries can trace the movement of each
mobile node, by using cameras or other types of
Sensors. this the signals (packets)
transmitted by a node can always be associated with
it even when the node moves from one spot to
another.

In case,

Simulation Tool

Network Simulator 2 (NS2): NS2 is one of the most
popular open source network simulators. The original NS
is a discrete event simulator targeted at networking
research. In this section, we will give a brief introduction
to the NS2 system. The simulation of STAR and protocol
was done in NS-2.33, using the wireless extensions. This
simulation environment offers high fidelity, as it includes
full simulation of the IEEE 802.11 physical and MAC
layers. The NS-2.33 wireless simulation model simulates
nodes moving in an unobstructed plane. Motion follows
the random waypoint model a node chooses a destination
uniformly at random in the simulated region, chooses a
velocity uniformly at random from a configurable range
and then moves to that destination at the chosen velocity.
Upon arriving at the chosen waypoint, the node pauses
for a configurable period before repeating the same
process. In this model, the pause time acts as a proxy for
the degree of mobility in a simulation; longer pause time
amounts to more nodes being stationary for more of the
simulation.
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Fig. 4: Source Probability Distribution comparison of STAR and Baffled traffic analysis
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CONCLUSION AND FUTURE ENHANCEMENT

In this work, we propose a new Baffled Traffic Model
for MANETS. This proposed traffic model provides the
solution against STARS attack model. The exchange of
control message periodically, the Point to Point matrix
result in the STARS attack model result that the
probability value of each and every node will have same
value. The data is also broadcasted to each and every
node in its region. So, the attacker cannot predict the
actual source and destination by using STARS attack
model. The size of control message is one bit only, so it
never leads to overhead among the nodes.
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