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Abstract:  Game  theory  finds  its  applications  in  various  fields  mainly  for  providing  security.  In the
existing  systems,  game  theory  has  been  used  in  providing  security  where  only  two  players  are
involved. This holds good in case of centralized network, whereas in MANETS where there is no centralized
coordination, it is difficult to obtain better performance with only a two player game theory. Hence a novel
method is implemented here, which is the mean field game theory involving multiple players to tackle the
security problems in MANETs. This game theoretic approach makes it possible for each node in the network
to make strategic control decisions. For this purpose the individual nodes must be aware of the state
information of itself  and the  neighboring  nodes  in  the network. As the security, defense methods also
require additional resources (eg. Power, energy, etc.) the proposed scheme not only aims at providing the
required security, but also to balance the system sources. Simulations have been done using ns2 to provide
better results.
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INTRODUCTION The protocols to be used in the MANET should have the

Mobile Ad hoc Network (MANET) is a wireless
network consisting of a collection of mobile nodes with The protocol should adapt quickly to topology
no fixed infrastructure. They are connected dynamically changes and should provide loop free routing.
in an arbitrary manner. Each node behaves as a router and The protocol should provide multiple routes from the
takes part in the discovery and maintenance of routes to source to destination; this will solve the problems of
others in the network. The nodes can move freely at any congestion to some extent and supports reliability in
time, so the network structure changes dynamically due case of link or node failure.
to mobility. The main characteristics of the MANET are The protocol should have minimum control message
dynamic topology, bandwidth constraint, variable overhead due to exchange of routing information
capacity links, energy constrained operation, limited when topology changes occur.
physical security and quick deployment. The research The protocol should use minimum resources like
challenges in MANET are related to routing, security, bandwidth, power and should support Quality of
reliability, scalability, quality of service, internetworking, Service (QoS) and security.
powerconsumption and multimedia applications. The
routing protocols designed for wired networks are The  routing  is  the  most  active  research  field  in
notsuitable for wireless networks due to the node the MANET. In this context, it is closely related with
mobility. The routing problem becomes more serious in different communication layers. Minimizing the number of
the MANET due to lack of infrastructure. hops is no longer the objective of a routing algorithm, but

The different protocols are proposed to deal with the rather the optimization of multiple parameters such as
routing problem in the MANET. These routing protocols packet  error  rate,  energy  consumption,  bandwidth,
can be classified into two main categories, namely table routing  overhead,  route  setup  and  route  repair  speed
driven routing protocol and on-demand routing protocol. and    possibility    of    establishing   parallel   routes  etc.

following features.
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A critical issue is power constraint. There are several information access. Game theoretic approaches have been
routing protocols developed for MANETs during the past introduced as a useful tool to handle those tricky network
few years. In particular, energy efficient routing is the attacks. Two categories, attack-defense analysis and
most important design criteria for MANETs since nodes security measurement are dealt in two models, cooperative
will be powered by batteries with limited capacity. The game models and non-cooperative game modes with the
power failure of a mobile node not only affects the node latter category consisting of subcategories but there is no
itself but also its ability to forward packets on behalf of algorithm for energy efficient routing [5]. To alleviate the
others and thus the overall network lifetime. For this problem of unwanted interference and power issues due
reason, many research efforts have been devoted to to the centralized network pricing scheme is introduced
develop energy aware routing protocols. and it maintains control packets and data packets in

As the explosive growth of the Internet and rapid separate queues in FIFO order. Currently, this scheme is
adoption of wireless technology continues, it is clear that used in most comparison studies about mobile ad hoc
there will be an increasing demand for wireless data networks [6]. Various techniques are followed for
services. The combination of voice, multimedia, data detecting intruders and safeguarding the information.
traffic, file transfer and other real time traffic tends to This provides clear decision and control framework
increase interference. To transfer real-time and non real- mechanisms [7]. In case of an unauthorized and
time applications in interference prone and dynamic distributed system, where there is no centralized
natured wireless medium requires a layered architectural coordination, a game theoretic approach is implemented
model which adopts dynamic changes in the considering the attacker and the individual node as two
environments by exchanging critical information. different players [8]. Though data distribution is the

Related Work: The two main methods to provide security their battery lifetime and power preservation. The
to a system are prevention based approaches and suggested document is designed at accomplishing these
detection based approaches. Earlier models dealt with goals without limiting on the data distribution. Here
these problems individually. Here both these approaches equity points are formulated in obtaining route which act
are considered together. But in case of networks with as a balance between preserving power and completing
centralized coordination there is a lack in perfect security, the data distribution. In this document the writer has
as fault in single node can lead to the damage of the entire suggested two different MAC strategies 1) distributed
network [1]. QoS can be improved by cooperative strategy for adhoc systems 2) coordinated systems for
communication in  mobile  adhoc  Network  (MANETs). infrastructure systems [9]. OssamaYounis, Marwan Krunz
Idea behind is single-antenna mobile nodes in a Multiuser and Fan Wang presented an idea to enhance the spatial
Scenario can share their antennas in a manner that creates reuse and energy consumption of mobile adhoc networks
a virtual multiple- input and multiple-output (MIMO) (MANET). The previously defined algorithm expected
system. Single antennas with multi radio networks are additional equipment expenses and also did not fully
traditionally creating more traffic in the network [2]. Node utilize the potential of the power which are overcome by
mobility in the mobile adhoc networks plays a vital role in the Transmission Power Control (TPC). The authors have
optimizing the utility of the network. Regular updation of proposed a new algorithm called game theoretic power
the usual nodes occur based on the information from control MAC protocol (GMAC). The main goal of this
opponents. Here we can observe only the single hop algorithm is to improve the throughput and energy
neighbors; it is not suitable for overall network [3]. consumption. This also allows multiple efficient users
Inorder to maintain high security, continuous user with respect to Nash equilibrium (NE) [10]. In order to
authentication is required, which is an important reduce the interference of each node and to consume
prevention-based approach in mobile adhoc networks battery lifetim of each node, a novel method is proposed
(MANETs). Conversely, intrusion detection systems to achieve maximal power level [11]. Appropriate data rate
(IDSs) play a key role in finding the malicious activities. and power are chosen by the users while providing high
Practically these policies can be implemented, but we are throughput and reduced resource utilization [12]. C.K.
using centralized nodes [4]. As networks become Tan, M.L. Sim and T.C. Chuah tried to incorporate non
ubiquitous  in  people’s lives, users depend on networks cooperative game theory in the field of adhoc networks
a lot of sufficient communication and convenient where there is a lack of centralized coordination. Here co-

important goal, the individual nodes focus on increasing
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channel interference is minimized, especially in the Link- Disjoint Model: There are two types of disjoint
infrastructure adhoc networks. The two main parameters
that are combined here are the power control (PC) and the
channel assignment (CA). In order to reduce the cost
function the users utilize optimal power and channel. And
also to prove the existence and uniqueness of Nash
Equilibrium (NE), the non cooperative CA and PC game
(NCPG) is divided into two sub games. One is the power
control subgame and the other is the channel allocation
subgame. If the NE is found to be satisfied in both PC
subgame and CA subgame, presence of NE in the non
cooperative game is guaranteed. [13].

Proposed Method: In the proposed method, description
about the attackers is presented and the security issues
that arise can be found and resolved. The prevention
model can analyze the network with the model of game
theory.

Node’s Load:  It is used in the route selection. If the node
is heavily loaded it is called congestion. Congestion
control is a critical problem in networks management and
design due to heavy transmission latencies, packet loss
and delay variance.Hence traffic  management in
computer networks becomes essential. It can be done with
the help of queue management schemes that can provide
congestion control, congestion avoidance and fair
bandwidth allocation at the router.The maximum buffer
size is 64 packets and any node waiting for more than 30
seconds is discarded. This follows a queuing approach
following the FIFO order. It consists of data packets and
control packets in separate queues. As a priority
scheduling is followed control packets are given the
highest priority. This is mostly preferred in MANETs. At
the time ‘t’ queue status of node n  is shown in fig. 1.i

Fig. 1: Packet description

Here i is the packet arrival rate 
µ is theservice rate i

T is the total size in terms of bytes i

paths: node-disjoint and link-disjoint. Node-disjoint paths
do not have any nodes in common, while Link-disjoint
paths do not have common links, but may have common
nodes. Link-disjoint paths usually guarantee links fail
independently except the case when multiple links
connect to a node fail together as this node moves out of
transmission range. In contrast, node-disjoint paths
assure links fail independently.

This usually defines the shortest route between the
source  and  the  destination  [25]  is  shown  in  fig.  1.
The primary  route   is   depicted   by  the  sequence  of
links L -L -L -----L . Each node in the primary route n  has1 2 3 k i

an alternate path P  to the destination. The destinationi

remembers the primary route, in order to figure out which
later requests to respond to. Only disjoint routes are
chosen, as then a link failure in one route does not affect
the others. This also implicitly controls the total number
of replies, thus preventing a reply flood. The source keeps
all routes received on reply packets in its route Though,
according to the observations and results shown in the
paper due to the act that the node-disjoint path strategy
is much more conservative in producing disjoint paths,
the node-disjoint path strategy gives fewer parts than
link-disjoint path does. Hence, the link-disjoint path
strategy yields better performance than the node-disjoint
path strategy in terms of metric such as packet delivery
ratio.

Consider the node disjoint path in fig. 2. Primary
route is the route taken by the first query reaching the
destinationcache. When the primary route breaks, the
shortest remaining alternateroute is used. This process
continues until all routes break, when a fresh route
discovery is initiated. The number of alternate routes used
can be a selectable parameter of the protocol.

Fig. 2: Link-disjoint path

Whenever there is a link failure in the middle during
data transfer, the packets tends to get lost temporarily.
Though the other packets which are informed of this link
failure is sent back to the source, the victim packets of link
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failure also should be safeguarded, hence an alternate logical expression: right–hand side of (1) represents the
disjoint route is established. In order to achieve this, the events starting with the failure of Li and leading to a new
indication is given about the alternate route from route discovery. For example, the second term represents
destination through the intermediate node. The analysis the following sequence of events. L breaks on the
in this case is intense, as a new route discovery will be primary route, driving S to form the alternate route L -P .
initiated only when all intermediate nodes lose their The alternate route breaks when either L or P breaks,
downstream links as well as the alternate routes. Let forcing S to use the new alternate route P This route fails
denote the event that the link L fails and denote the event when P breaks, leading S to start a New route discovery.i

that the path P fails, then the time until the next route Hence, starting with the breakage of L , the eventsi

discovery is the time until the event E is true. Consider the triggering to a new route discovery from S is.The other
fig. 3 where the packets are transmitted from source to terms can be derived similarly. Thus, we can rewrite the
destination. probability of failure of the paths p ,.. p in the interval

Fig. 3: Packet flow nodes. It prevents the proper delivery of packets to the

Path Failure Model: Given a set of k node-disjoint paths
from the s to d, let P ( t) denotes the probability of failurei

of i() of these k paths in a time-interval (t, t+ t). We say
that the set of k node-disjoint paths follows an f-path
failure model (f<k), if for a given, where is a path-failure
metric. The is an upper limit on the failure of a given
session that can be tolerated by an application. By failure,
it refers to non-delivery or corruption of data packets on
the data paths. A low value of implies a lower likelihood
of simultaneous failure of paths and hence, a higher
reliability requirement. It looks at as a specification of Fig. 4: An attacker in MANET node
the application: a time-critical or data-critical application
would specify a lower value of as opposed to a delay- Finally, several RREP packets are revived by the
tolerant or best-effort application. It assumes that node- source. It sorts the of RREP packet based on IFQO and
disjointness is sufficient to assume that the events of record this information into its cache which contains the
failure of the individual paths are independent. following fields destination address, destination sequence

Here, P is the probability of failure of the path in that number, neighbor (next hop) address, valid, hop, IFQO.l

interval. The path failures occur due to the node failures The least IFQO path is selected as an optimal path for the
that are a result of lack of battery power and link failures data transmission. If more than one path minimizes the
caused by mobility. i term is described by the following equation then based on minimum cost an optimal path ist
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1 2

1 2

1.

1

2

0 i-1
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(1)

Modification at Control Packets: The RREP packet of
AODV is extended as RREP packet of condition by adding
the following extra field the load (Interface queue
Occupancy (IFQO)) field: initially, it is set to zero by
destination. Consider the MANET nodes in fig 4 where
each node has its own state information. There is an
attacker trying to enter the network. It is a malicious node
trying to enter the network to cause damage to other

destination node
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Fig. 5: Path finding received to the time of the data packets sent. It is

Fig. 6: Performance comparison graph

selected as shown in Fig 5.So that it supports minimum Death of first node in the network 
delay as well as vast resources. If any application gives Death of all the nodes in the network. 
less priority to delay than to bandwidth and energy, then
optimal path is selected based on minimum cost. Cost The  comparison  of  the  number  of  packets
performance for for various strategies are shown in Fig 6. transmitted  and  the   delay   occurred  during

Simulation: In this section, it describes the simulation the cause of overhead on the network, distortion in the
tool and various parameters chosen for the simulation. path which leads to failure and the lack of energy in the
The various performance metrics used to compare the chosen path. The x graph in the figure 7 shows that,
performance of game theory in the presence of players. It initially the packet transmission is bound to more delay
has implemented game theory using NS2 in it is a standard and at a certain stage all the packets are transmitted
simulator. The channel bandwidth is 2 Mbps. A free space successfully.
radio propagation model is used in which the signal power
attenuates is 1/r , where r is the distance between the PDF=Number of packets received/ Number of packets2

nodes. All the nodes have the same transmission range of sent)* 100.
100 meters. The distributed coordination function of
IEEE802.11 is used MAC layer. All nodes operate in Comparison  of  Proposed  and  Existing  System:
promiscuous mode, so it can overhear packets destined Consider the Fig. 8 which depicts the existing system
for others. The nodes are deployed at random locations in implemented in minor players. Incase of our proposed
a 1000mx 1000m region. For the mobile scenarios, the system multiplayer games are involved providing better
random waypoint model is used to model node mobility. results.

Packet Delivery Ratio: Packet Delivery Fraction (PDF):
The ratio of the number of packets generated by the
sources to the number of packets received by the
destinations. Cost is also reduced as shown in fig 6. The
proposed scheme presents reduced costs compared to the
existing strategies.

End-To-End Delay: It is the data propagation delay which
is caused due to retransmission of data, queuing and
buffering of data packet. The average end to end delay is
the difference between the time of the data packets

computed as:

Average delay =Total delay of each data packets /total
data packets received.

Energy Efficiency
Energy Efficiency (EE): Total received data measured in
Bytes/Joule at the end of simulation.
EE=Total received data (bytes)/total consumed energy
(Joules).

If  battery  capacity  of  node  reaches  zero  then
node will die. The network lifetime can be indicated in
many ways:

Death of N nodes in the network 

transmission  is  shown  in  fig  7.  This  delay  might  be
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Fig. 7: Comparison Graph 6. Sanjay Kumar Suman, Dhananjay Kumar and

Fig. 8: Representation using Minor players formulation for intrusion detection in mobile ad hoc

CONCLUSION 9. Angelos Antonopoulos and Christos Verikoukis,

In this paper a network with attackers is presented foR Energy Efficient Data Dissemination, IEEE Trans,
and security has been provided to that network using Wireless Communs, 13: 2.
game theory. The method on how the nodes detect the 10. Fan Wang, Ossama Younis and Marwan Krunz, 2009.
malicious nodes in Manets is shown. A security scheme Throughput-oriented MAC  for  mobile  ad  hoc
using game theory that can detect the malicious networks: A game-theoretic approach’’, Ad Hoc
characters of nodes individually is proposed. The Networks, 7: 98-117.
simulation result shows performance analysis of the 11. Sanjay   Kumar    Suman,     Dhananjay    Kumar   and
parameters such as energy, packet delivery ratio and end L. Bhagyalakshmi, 2014. Review of Power Control
to end delay. In future this work can be extended by Problem in Wireless Ad hoc Networks in Game
considering in wireless communication and in CR Theoretic Perspective, Internal journal of advanced
networks. research in computer science and software
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