
Middle-East Journal of Scientific Research 23 (7): 1353-1357, 2015
ISSN 1990-9233
© IDOSI Publications, 2015
DOI: 10.5829/idosi.mejsr.2015.23.07.105

Corresponding Author: R.P. Anto Kumar, Department of Information Technology, 
St. Xaviers Catholic college of Engineering, Nagercoil, Tamilnadu, India.

1353

A New Implementation of Graphical Password Scheme for
Captcha Based Security System

R.P. Anto Kumar, R. Sivakumar and S.S. Aalin Grace 1 2 3

Department of Information Technology, 1

St. Xaviers Catholic College of Engineering, Nagercoil, Tamilnadu, India
Department of Information Technology, 2

Tamilnadu College of Engineering, Coimbatore, Tamilnadu, India
Department of Computer Science and Engineering,3

St. Xaviers Catholic College of Engineering, Nagercoil, Tamilnadu, India

Abstract: Passwords play a significant task in computer security to validate human users. Users rely on
graphical passwords because it offers more security than the text-based passwords. The human brain is
superior in recollecting a picture than textual characters. A new methodology called CaRP (Captcha as
gRaphical Password) is used which is based on hard AI problems for security purposes. CaRP is both captcha
and graphical password scheme. CaRP have many applications in practical security which overcomes various
security problems suchas online guessing attacks, rely attacks and shoulder surfing attacks. Carp offers an
innovative methodology to address the familiar image hotspot problem in well-liked graphical password
systems such as pass points. Carp also offers security and usability and thus improve online security.
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INTRODUCTION Token devices are necessary to provide the OTP

Usable authentication concerns increasing the costly. It has normally been told to use an easy way to
usability of authentication schemes, such as password remember longer phrases (passphrase) rather than a single
systems, while still maintaining the security they support. word. An important goal for the security system is to
Poor usability can affect security because people may use select better passwords. Users frequently generate
the system in an insecure manner, such as selecting memorable passwords that are easy for attackers to guess,
predictable passwords or reusing passwords across but a strong system allocated passwords is very difficult
different  accounts.  Although text passwords should be for users to remember. So researchers gone for an
both memorable and secure, in practice, most passwords alternative method, that is a graphical pictures are used as
are either memorable, but easy-to-guess or secure but passwords. Graphical passwords basically used by
difficult-to-remember. Furthermore, as keyboard-less images or image representation as a password. The human
devices become more popular, text passwords may brain is superior in recollecting a picture than textual
become even less practical. Alternative approaches, such characters [4-7].
as graphical passwords, seek to have passwords that are Captcha is a standard internet security technique to
both memorable and secure. Graphical passwords use protect online e-mail and other services from being
images instead of text and have two distinct advantages abused by bots. A novel family of graphical password
over text passwords [1-3]. systems integrating captcha technology named as

The  textual passwords are normally uncomplicated CaRP(Captcha as gRaphical Passwords) is used. CaRP is
to guess. The methods like OTP (One Time Password) a click based technique in which the passwords are
was presented in the market to solve these problems. derived  by  performing  sequence  of  clicks  on  an image.

password. These token devices are commonly very
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Unlike other click based graphical passwords, for every
login attempt a new CaRP image is generated. CaRP
overcomes various security problems such as online
guessing attacks, rely attacks and shoulder surfing
attacks. It also provides protection against online
dictionary attacks on passwords. CaRP also provides
usability and security.‘

Related Work
Recognition Based Technique: The graphical password
based scheme use the images like photos, sceneries or
some set of images. The user chooses images during the
registration stage and the user is said to be an
authenticated user only when he/ she identifies one or
more images. For example, consider passfaces technique.
The basic concept of the Passface system is to use five
passfaces, one to be selected from each of five successive
grids of 9 faces. It has been chosen by taking into
account a combination of security, usability and
practicality considerations. Using five passfaces picked
from five 3x3 grids provides 9^5 combinations and it is
sufficient for most consumer and business applications Fig. 1: A Screenshot of Pass faces
provided (i.e. a 1 in 59,049 chance that someone could
guess them at random). Of course the system is not open
to exhaustive search by an attacker [8-10].

For comparison, the four-digit user-selected PIN used
globally on ATM networks can be considered. The
chances of someone guessing a PIN are less than 1 in
10,000. Users traditionally select from a much smaller set
of numbers that are memorable such as dates and
telephone numbers. An attacker has only three tries
before the system locks him out, this has proved quite
adequate as a means of authenticating the card owner.
Again, more than five passfaces can be used if the
application or the security administrator demands higher Fig. 2: DAS (draw-a-secret)
security. Then there is no known limit to the number of
faces  that a person can remember. Fig. 1 shows the Cued Recall Based Techniques: A user creates a
Screenshot of Pass faces. password by clicking on several locations on an image

Recall Based Techniques: In recall-based techniques, a password scheme a password consists of a sequence of
user select images during the registration and is asked to click points that the user chooses in an image. The system
reproduce something that he or she created during the displays the image on the screen. These images have no
registration phase. Draw-A-Secret(DAS) was the first role other than helping the user remember the click points.
recall-based scheme. The user draws his/her password on Any pixel in the image is a click point. The user can login
a 2D grid. The system encodes the sequence of grid cells by clicking again closely to the chosen points, in the
along the drawing path. DAS’s usability can be improved chosen sequence. Since it is almost not possible for
by Pass-Go technique by encoding the grid intersection human users to click repeatedly on exactly the same point,
points rather than the grid cells [11-13]. Fig. 2 shows the the system allows for an error tolerance r in the click
DAS (Draw-a-Secret). locations  (e.g.,  a  disk  with  radius  r  =  10  or  15  pixels).

during the registration phase. In PassPoints graphical
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Fig. 3: Pass point algorithm  is  used. It can avoid the conflict in captcha.

Fig. 4: Captcha of images. The selected images act as a background

This can be done by quantizing (discretizing) the click background.
locations, using three different square grids. The width
between grid lines in each grid is 6r (horizontal or vertical). Graphical Password Selection: A set of images (objects)
Each one of the three grids is staggered with respect to was placed above the background image. From the set,
the previous grid both vertically and horizontally by a the users have to select an object as password. Five
distance 2 r. If there were only one quantization grid, then objects from five different sets can be clicked by the user.
a selected, click point could be close to a grid line. Some The selected objects value and the background value
small variations in the user's clicking could lead to a click were stored in database.
on a different grid square, thus leading to the wrong
password. Fig. 3 shows the Pass point. Text Password Selection: The text password is similar to

Captcha: Completely Automated Public Turing test to tell letters, numerical numbers and symbols can be used. From
Computers and Humans Apart (CAPTCHA). It is a the displayed letters the user has to select the text
cryptographic protocol. Each time the new captcha image password. For example, if the users password is ‘hai’ then
is generated. Fig. 4 shows the Captcha. the user need to click the letters as ‘h’ ‘a’ ‘i’. The selected

A captcha is a program that can be generated and password is also stored in database.
used to grade tests that: (A) most humans can pass, but
(B) current computer programs can't pass. These Login: The user uses his/her user id to login into the
programs can be used to differentiate humans from account. After entering the user id, a set of background
computers and has many applications for practical images will be displayed. From the set the user has to
security, including Online Polls, Free Email Services. select the background images. After selecting the
Several companies (Yahoo!, Microsoft, etc.) over free background images, the objects appear above the
email services, most of which is better from a specific type background image. Click on the objects which are selected
of attack: bots that sign up for thousands of email during the registration. After selecting the image
accounts every minute. This situation can be improved by password, the captcha image will be displayed. The user
requiring users to prove they are human before they can clicks  the  text password on the captcha image. The image

get a free email account. For example, Yahoo!, for
instance, uses a captcha design to prevent bots from
registering for accounts [14-16].

The Proposed Work: The proposed work paves dynamic
and randomized graphical and text based password
scheme. According to the user id, multiple images are
given by the server in which the user can choose any of
the image, above the selected images the objects placed
and also randomized. For randomization RIPEMD160

The proposed system combines both text and graphical
based passwords. It can use all the characters (upper case
and lower case) numbers and also symbols.

Registration: The first module of the project is
registration, where users provide their user id. The server
can provide the salt value S. Based on user id and the salt
value S the server can provide the set of images. 

Image Randomization: During password creation, the
user can randomly choose the images from the given set

image. The user can select any five images as

the captcha. Here all the upper case letters, lower case
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Fig. 5: Detailed Design

Table 1: Login Time for Different Schemes: Average (T), Sample Standard Deviation ( ), Max. And Min
Scheme ClickText AnimalGrid Passpoints CaRP
T(s) 27.22 29.20 21.62 28.24
ó(s) 17.38 19.24 12.29 12.55
Max(s) 65.62 88.51 45.17 50.84
Min(s) 10.41 13.46 8.36 3.58

Table 2: Comparing Different Schemes-survey
Click Text vs. PassPoints Animal Grid vs. PassPoints Click Text vs. Text Animal Grid vs. Text Click Text vs. CaRP

Much easier 1 3 3 6 10
Easier 16 19 10 16 19
Same 14 8 7 10 7
More difficult 8 8 18 8 4
Much more difficult 1 2 2 0 0

Table 3: Comparing Different Schemes for Ease of Use
Click Text vs. Pass Points Animal Grid vs. PassPoints Click Text vs. Text Animal Grid vs. Text Click Text vs. CaRP

Much easier(%) 2.5 7.5 7.5 15.0 25.0
Easier(%) 40.0 47.5 25.0 40.0 47.5
Same(%) 35.0 20.0 17.5 25.0 17.5
More difficult(%) 20.0 20.0 45.0 20.0 10.0
Much more difficult(%) 2.5 5.0 5.0 0 0.0

and text password will be compared with the password in the  graphical  password go for text password scheme.
the database. If it is matched, then the user can access the Here the user can click the text password. The text
information. password is also stored in the database. At the time of

Detailed Design: User provide the user id, the server selected passwords can be compared with the database.
provides the salt value S. Using the user id and salt value, Server side also checks for the hash value. If the value is
hash  value  can be calculated using RIPEMD160. Based matched, then the user can access the information. Fig. 5
on the hash value the server provides the set of images. shows the Detailed Design of the proposed system.
The user can choose the images as they need. From the
selected image the objects can be displayed. The objects Performance Study: CaRP is better compared to
act as CaRP. User can click the object based on user ClickText, AnimalGrid, Pass-points, Text in various
choice. The selected, click points and the background aspects such as Usability and Security. The comparison
image values are stored in the database. After finishing showed up a difference from the previous evolutions of

login the user can select the same passwords. The
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authentication methodologies. CaRP is Captcha as a 5. Jermyn,  I.,  A.  Mayer,  F.  Monrose, M.  Reiter and
gRaphical Password which uses images to provide A. Rubin, 1999.The design and analysis of graphical
authentication to gain access to the website that is passwords, in Proc. 8  USENIX Security Symp.
economically usable and secured. Particular image is 6. Tao, H. and C. Adams, 2008. Pass-Go: A proposal to
selected as a password and the correct combination has improve the usability of graphical passwords, Int. J.
to be made to provide access into the website. Table 1 Netw. Security.
shows the Login Time For Different Schemes such as 7. Dunphy, P. and J. Yan, 2007. Do background images
Average (T ), Sample Standard Deviation ( ), Max. And improve ‘Draw a Secret, graphical passwords, in Proc.
Min. Table 2, 3 shows the Comparing Different Schemes- ACM CCS.
Survey and Comparing Different Schemes For Ease Of 8. Wiedenbeck, S., J. Waters, J.C. Birget, A. Brodskiy
Use. and N. Memon, 2005. “PassPoints: Design and

CONCLUSION System.

CaRP combines both graphical and text password., Graphical password authentication using cued click
The usability of CaRP can be further improved by using points, in Proc. ESORICS.
images  of  different  levels  of  difficulty based on the 10. Chiasson, S., A. Forget, R. Biddle and P.C. Van
login history of the user and the machine used to log in. Oorschot, 2008. Influencing users towards better
The optimal tradeoff between security and usability passwords: Persuasive cued click-points,in Proc.Brit.
remains an open question for CaRP. Like Captcha, CaRP HCI Group Annu. Conf. People Comput., Culture,
utilizes unsolved hard AI problems. However, a password Creativity, Interaction. 
is more valuable to attackers that Captcha is typically 11. Elson, J., J.R. Douceur, J. Howell and J. Saul, 2007.
used to protect. Therefore there are more difficulties for Asirra: A CAPTCHA that exploits interest-aligned
attackers to hack CaRP than Captcha. CaRP does not rely manual image categorization, in Proc.ACM CCS.
on any specific Captcha scheme, because when one 12. Pinkas, B. and T. Sander, 2002. Securing passwords
Captcha scheme is broken, a new and more secure one against dictionary attacks, in Proc. ACM CCS.
may appear and be converted to a CaRP scheme. 13. Van Oorschot, P.C. and S. Stubblebine, 2006. On
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