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Abstract: Nowadays, the tradition healthcare system becomes inefficient as there are a lot of people who have
long-lasting diseases that require continuous medical care and treatment. Cloud computing brings substantial
benefits to the healthcare domain including hospitals, medical centers and health clinics that necessitate fast
access to some facilities for computing and storage which are not usually available in the traditional sites.
Furthermore, healthcare data should to be shared across several locations that may burden the healthcare
organization and the patient causing major delay in treatment and time wastage. Cloud satisfy such
requirements by furnishing the healthcare providers an unbelievable opportunity to enhance the services
provided to their customers, patients and also for sharing information effectively and improving operational
efficiency as well. However, cloud computing is associated with security concerns. The present cloud-based
healthcare systems lack of efficient management of medical data and unreliability of end-system communication
to the cloud databases. Therefore, with the growth of the demand on healthcare and the availability of new
technologies, a secure and reliable communication unit along with an efficient cloud service-based healthcare
system is highly required. This paper presents the design structure and operation of an innovative secure and

reliable communication module that would ensure the privacy of the patient biological data.
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INTRODUCTION

Cloud computing is an interesting methodology
enabled by delivering software, infrastructure and the
entire computation platform as a service. Four basic cloud
deployment models by National Institute for Standards
and Technology (NIST) are presented: the public cloud,
private cloud, hybrid cloud and community cloud.
Services in cloud computing are characterized into three
main categories [1]: Software as a Service (SaaS), Platform
as a Service (PaaS) and Cloud Software Infrastructure
that is composed of three layers namely; computational
resources (or Infrastructure as a Service (IaaS)), Data-
Storage as a Service (DaaS) and Communication as a
Service (CaaS). Moreover, there are other types of service
models are provided: Storage as a service (STaaS),
Security as a Service (SECaaS) and Test Environment as
a Service (TEaaS). Examples of these service models
include Google Compute Engine, Google App Engine,
Windows Azure Virtual Machines, Amazon Elastic

Beanstalk and Microsoft Office 365, to name a few. As
commercial cloud services are increasing more and more,
cloud system architecture that can process large-scale
data for portable wireless devices is emerging rapidly due
to the high speed of wireless broadband and the
availability of virtual machines for portable (mobile)
devices to form what is called “wireless cloud” or “mobile
cloud”. Numerous wireless cloud-based applications have
been developed such as education (distance learning) [2],
healthcare (medical diagnoses and surgical operations) [3]
and multimedia (seminars and conferences) [4]. These
applications seek services provided by cloud for data
processing, data mining, data storage and data analysis.

Cloud-Based Healthcare Environment: There are several
factors that determine the evolution of the home
healthcare market universally, for example aging
population and growing number of people who diagnosed
with chronic diseases like diabetes, cardiac disorders and
respiratory diseases. As patients have different disease
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Fig. 1: Wireless Body Area Networks (WBANSs) for healthcare

conditions and management requirements patients
and commonly spend most of their time at home with
self-management and care away from hospital
environments, especially those who have a long-lasting
disease, it is essential to offer integrated and personalized
healthcare services for the patients [5]. Furthermore, the
World Health Organization (WHO) has stated that the
number of people aged 65 years and above is expected to
increase from 605 million to 2 billion by 2050. All this
would increase the demand for home healthcare during
the study period and therefore increase market for
healthcare. Healthcare integration into the cloud open a
lot of opportunities to offer options for supporting
healthcare industry and organizations in order to lay the
path towards providing improved clinical relevant
services to meet the patient’s requirements.

Healthcare Architecture: The common architecture used
for healthcare is Wireless Body Area Networks (WBANS)
illustrated in Figure 1 where a patient is equipped with
sensors (positioned on his body) that are clustered to
save energy consumption [6]. Sensors send the sensed
data to their Cluster Head (CH) which in turn transfers the
data to a gateway and then the gateway relays data to a

database through the Internet where hospital staff,
system administrators and the patient (and his family) are
able to access them. WBAN is standardized within the
IEEE 802.15.6 where its components are equipped with
wireless communication radio that supports human body
communications.

WBAN is still attracting attention in this research
field which is increasing rapidly [7]. However, privacy is
one of the major challenging issues in WBAN that is
related closely to users’ concerns. This is because of the
unique of WBAN, like flexible
infrastructure, mobile terminals, open medium channel and
signal noise, leading to many novel security
vulnerabilities and threats. For instance, in remote
healthcare applications, authorized patients should
anonymously access and share medical services and
doctors have to know the patient bio-information only,
whereas all the rest private information (name and ID
number) must be kept unknown. Thus, further
development and practical application of such networks
are highly needed.

Furthermore, any research on the healthcare
architecture should first consider the rules of Health
Insurance Portability and Accountability Act (HIPAA) in

characteristics
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regards to security and privacy. Health Information
Technology for Economic and Clinical Health (HITECH)
legislation of the United States of America (USA)
summaries plans for essential privacy and security
controls on digital healthcare system [8].

Related Works: We review some of the well-known and
most cited healthcare systems. A Mobile Cloud for
Assistive Healthcare (MoCAsH) proposed by Hoang and
Chen [9] as a framework for assistive healthcare, which
tackle security and privacy issues via utilizing a selective
Peer-to-Peer Cloud to protect data integrity and reinforce
security aspects. Chen [10] proposed a NDNC-BAN
framework to distribute healthcare contents by using the
Named Data Networking (NDN) for reliable delivery of rich
media content without service disruption and
accomplishing low cost and bandwidth saving
simultaneously. Liu et al [11] proposed an
interconnection architecture for e-Healthcare Cloud
Computing and Networking solutions, considering the
cloud-enabling of the
application. Their architecture helps in adapting an
important health information technology into the cloud

and allowing continuing evolution of interconnected

characteristics e-Healthcare

cloud services and solutions  for e-Healthcare.
Pandeya et al. [12] presented a scalable and economical
cloud-based system for hosting collection of
electrocardiogram (ECG) data analysis services. The
design purpose is to collect ECG data through mobile
nodes and transmit the collected data to distant
processing unit for further analysis. Xia et al. [13]
proposed a cloud-based system for clients who have
smart mobile phones or web browsers. The proposed
system was validated by uploading ECG data to a web
server from a mobile device at a definite frequency and the
data analysis was done in real time. Tartarisco et al. [14]
proposed an architecture for personal health system that
helps in monitoring patients and supporting clinical
decisions.. Pang et al. [15] formulated a cooperative
Health-IoT ecosystem, through which they developed a
business-technology framework for integrated devices
and services for in-home healthcare. It has three key
integrated and aligned elements: business model,
integrated device and service architecture.Hu et al. [16]
designed a robust cluster-based Medical Ad Hoc Sensor
Network (MASN) architecture based on wavelet theories
for ECG data mining that help in tracking cardiac patients
and extracting ECG features. A lightweight mechanism for

medical security is used to reach a confidential

transmission of ECG data over a wireless connection.
Khalaf et al. [17] proposed an alert cloud-based system
that sends immediate notification to doctors upon
detection of a serious condition according to the analysis
of the patient collected data. Moreover, classification
process is performed by an efficient machine-learning
technique. Android and MQTT-based system was
proposed by Antonio et al. [18] for gaining, transmitting,
storing and visualizing of pulse oximeter and ECG data.
Data is acquired and transmitted by Bluetooth to android
mobile devices which in turn send the data to distant
server. After processing, the data is kept in the database
and it is available for visualization. The system offers
efficient data delivery (one second) with no loss as data
transmission is done over MQTT. Abderrahim et al. [19]
proposed a ubiquitous health monitoring system where
patients’ conditions are determined by using cloud
computing, data location and a neural network through an
architecture that consists of WBASN, smart phone and
cloud medical server. In order to validate the system,
measurements processing and user Input/output were
done by a pulse oximeter (as WBASN) and Samsung
galaxy S. Once the condition of a patient changes, a
notification is triggered to alert the medical authority
timely. Xu et al. [20] proposed cloud-based m-Health
monitoring system, called Cloud-MHMS, for ubiquitous
health monitoring. The system has several layers: Cloud
Storage and Multiple Tenants Access Control Layer,
Healthcare Data Annotation Layer and Healthcare
Data Analysis Layer. Felisberto et al. [21] presented a
multi-agent, open and distributed architecture for
monitoring and identifying human postures and
movements as well as detecting potential harmful
activities. Multiple sensors are used to recognize
unhampered falls accidents and analyze the movement of
human.

The well-known cloud-based healthcare systems
mentioned above are lack of efficient, reliable and secure
data transmission and communication. Moreover, new
requirements on reporting breaches are enforced by
HITECH. This indicates that health information related
to patients must be encrypted and health specialists
must destroy unencrypted data after use [8].
However, there is scarce attention on securing the
communication in the first place, which is as important as
the integrity of the patient data. Therefore, we present in
this paper a secure and reliable communication module to
protect the sensed patient’s biological data during
transmission.
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Fig. 3: Receiving unit of the proposed communication module

Proposed Communication Module: The principle goal
of the work presented in this paper is to develop a
cloud-based secure healthcare communication module for
monitoring patient condition by utilizing cloud wireless
The proposed secure
communication module is consists of two units: Sensing
Unit and Receiving Unit, as illustrated in Figure 2 and
Figure 3, respectively. Receiving unit has two
components: Transmitter and Analyzer.

and sensor networks.

Sensing unit is implemented in the cluster head while
receiving unit is implemented in home smart device (whole
unit) and healthcare system at hospital (analyzer part
only). The patient’s biological data is encrypted while it
resides in the cloud. Transmitter would send the
encrypted bio data as is to the cloud and home PC using
LTE or WiFi (through access point).

As shown in Figure 2, sensing unit includes two
types of sensors; Electro-cardiogram (ECG) sensor which
is a health indicator that is appropriate for long-term body
monitoring and Respiration sensor that detects body
expansion/contraction and the
waveform and amplitude. These sensors are connected to

shows respiration

Atmega microprocessor and transmitter components.
The bio data is encrypted by the encryption component
before it is sent to the transmitter component. Elliptic
curve cryptography (ECC) mechanism is used in
encrypting the patient’s biological data during the
communication as it requires smaller key size reducing
storage and transmission requirements compared to
non-ECC mechanisms. Then, the encrypted biological
data are transmitted to the patient’s smart device where
received data is analyzed for further characterization,
decision-making and choices.

In the Receiving Unit, upon the receipt of encrypted
biological data, it would be retransmitted and analyzed by
different modules as shown in Figure 3. The patient’s
smart device retransmits the received encrypted biological
data to the cloud using LTE (Long Term Evolution)
technology, or to home Personal Computer (PC) using
WiFi (Wireless Fidelity) using the
Transmitter module. Whereas, the Analyzer module

technology,

decrypts and filters the data to extract the expressive
features that would enable the classifier to designate the
condition of the patient. Then, the patient would be able
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Fig. 5: Cloud-based remote patient monitoring and healthcare service

to see the results via the display. If the condition is Sensors deployed on the patient’s body are clustered
critical, the module in the smart device will activate an hierarchically (as illustrated in Figure 4) and among each
alarm to immediately warn the patient, family, caregivers cluster a sensor is assigned as a cluster head (CH) while
and doctors in hospital or medical centers through the the rest sensors are ordinary sensors that only sense and
cloud service. signal to the CH which in turn sends the aggregated data
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to a gateway. The gateway then forwards the data to the
patient’s smart device. Clustering is formed statistically
done during sensors placement and will not be changed
in terms of number of member nodes and monitoring area
covered. Clustering contributes to noticeable reduction in
redundant data and interference.

Communication Module Operation within Healthcare
System: Considering the remote patient monitoring and
healthcare service depicted in Figure 5, which utilizes the
facilities of the cloud environment. The cloud part system
includes services such as Revenue Cycle Management,
Health Information Exchange (HIE), Administration,
Analytics, Clinical Systems and Call Centers.

Once a patient approaches doctors in hospital or
medical/clinical centers, he/she would first undergo some
medical in order to acquire the proper treatment. Then, the
patient is registered in the hospital medical system and
his/her bio-data and medical health record are stored in
the hospital database. This
automatically transmitted to the hospital healthcare
environment and to the cloud part system shown in the
figure. When the patient condition requires deploying
Body Area Nework (BAN) of portable sensors to monitor

information will be

the health condition, it would be used even if the patient
is discharged and move to home. Sensors that are
deployed the patient body intelligently monitor the
patient condition and send their sensed reads
(data/signals) to the CH. The sensed data will be delivered
to the patient mobile device (can be smart mobile phone,
iPad, or tablet) and to the home healthcare environment
using the sensors gateways. The administrator of hospital
healthcare environment is responsible of uploading the
patient’s care
environment. Thus, doctors would be able to interact with
the home healthcare system remotely. Once an
abnormality is detected in the patient’s condition after
analyzing the data, the module in the home healthcare
environment would immediately report to the doctors.
Then, based on the examination of the patient health data,
a decision will be made on whether directly alert the
involved caregivers and emergency response team that
are connected to the cloud. All of these data that are
transmitted between the home healthcare environment,
hospital healthcare environment and the cloud part
system over communication channels are encrypted to
secure and protect the privacy of the sensed data in order
to provide appropriate medical treatment decision on time.
The services of the cloud part system would inform the

services to the home healthcare

doctors and healthcare providers if there is any update
regarding the patient data, so that doctors/physicians can
exchange the information with the patient family/payer.

CONCLUSION

In this paper, we propose a cloud-based secure
healthcare communication module for monitoring patient
condition by utilizing the services provided in the cloud
environment, clustered and networked body sensors,
mobile smart devices and the Internet communication
protocols. The proposed communication module is
consists of two units, Sensing Unit and Receiving Unit,
for sensing, encrypting, transmitting and analyzing the
patient biological data. The patient related biological
data and diagnosis results are all encrypted before
transmitted to ensure the privacy of the data order to
provide accurate and immediate medical treatment
decision that must be provided to patient according to
his/her health condition.

For the future work, we are going to implement the
design of the proposed healthcare communication module
to verify and validate its efficiency and how well it
satisfies the requirements of patient and healthcare
providers.
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