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Abstract: Wireless networks are rapidly spreading technology all around the world. The adaptability and
openness of wireless networks empower an opponent to take on the appearance of different devices
effortlessly. The Accurate positioning of nodes in wireless and sensor networks is vital since the location of
sensors is critical information to various higher-level networking tasks. However, the localization infrastructure
can be subjected to non-cryptographic attacks, such as signal attenuation and amplification that cannot be
addressed by traditional security services. In this paper, present an attack detection schemes for wireless
localization systems. Localization of node is performed using multi-lateration type of RSS measurement based
random transmission directed localization (MRR) technique. Moreover, Ad hoc On Demand Distance Vector
(AODV) routing is used to obtain the secure neighbors for transmission and communication forwarding in the
process of routing. The error rate and accuracy factor are the performance metrics to determine the possible
location of the receiver. Simulation shows our scheme evaluates the error rate and accuracy factor for each
transmission and effectively revokes localization error.
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INTRODUCTION

Distributed localization or location discovery in
wireless networks is the problem of determining the
location (in a distributed fashion) devices in the system
regarding some nearby or worldwide direction framework.
Localization protocols in wireless networks can be
categorized into two broad types: i) range-based and ii)
range-free protocols [1]. Ranging-based localization is the
task of identifying the positions of a network of nodes
based on estimates of the distances between them, called
range estimates. From numerous points of view, radio sign
quality (RSS) is a perfect modality for reach estimation in
remote systems in light of the fact that RSS data might be
gotten at no extra cost with each one radio message sent
and gained. The effortlessness of RSS is particularly
engaging for the localization in wireless sensor networks
because of the light of their expense, size and force
imperatives, regardless of the way that RSS may yield
exceptionally boisterous extent gauges.

A main challenge with RSS ranging is that the effect
of reflecting and lessening protests in nature can have

much bigger consequences for RSS than distance, making
it troublesome to gather separation from RSS without a
definite model of physical environment. This has given
RSS the reputation of being too “unpredictable” for range
estimation [2] [3]. As more location-dependent services
are conveyed, they will progressively become tempting
targets for malicious attacks. Unlike traditional systems,
the restriction base is delicate to non-cryptographic
attacks and these cannot be utilizing conventional
security services. We have discovered that the execution
of the localization algorithms degrades significantly
physical ambushes, for instance, when signs are lessened,
amplified, or reflected by an adversary [4].

Compromised localization results are a genuine
danger due to their effect on applications and it is thus
desirable to detect the presence of localization attacks.

The proposed MRR approach, examine the problem
of detecting attacks on wireless localization. Obtaining
transmission distance with an average RSS is
concatenated with post antenna calibration such that the
receiver is located at the antenna’s degree in some ‘x’
units of distance. In particular, MRR utilize Ad hoc On
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Demand Distance Vector (AODV) routing protocol [5]
on-demand methodology for discovering routes, that is,
a route is built just when it is required by a source node
for transmitting a packet [6, 7]. Based on this protocol, it
is used to obtain the secure neighbors for transmission
and communication forwarding in the process of routing.

The remainder of this paper is organized as follows.
Section II discusses previous research in localization and
attack detection. Section III presents preliminary work
done. Section IV presents the proposed technique.
Section V presents the simulation environment and
Section VI provides results and discussion. Finally
section VII concludes the paper [8].

Related Work: In particular, localizations techniques are
categorized into range-based or range-free approach.
The range-based approach involves distance estimation
to nodes using the measurement of physical properties
such as Time of Arrival [9], RSS and Time Difference of
Arrival (TDOA) [10]. The existing systems that use RSS
for localization employ a RF profiling technique, proposed
by RADAR [11]. The RF profiling needs a pre-deployment
stage where the RSS of each node is recorded at every
position in the two dimensional space. The reading
obtained at a particular position is the RF profile of that
position. RADAR achieves approximately 4m localization
indoor, a result that has been supported by several
studied using VHF [12], 802.11 [13], cellular radios [14]
and low power wireless sensor network [15].

Several studies that make use of RSS directly for
range estimation obtained negative or inadequate results.
The RF profiling technique was indeed motivated by the
point that the RSS ranging indoor is ineffective [11].
A study explored outdoor RSS ranging in both open and
heavily loaded environment utilizing two 802.11 nodes,
but guaranteed only 50% standard error [16].

Another study showed that RSS ranging was
effective for indoor localization within 1.8m and nodes
having 2-3 meter spacing Berkeley Varitronix Fox receiver
which is a high-fidelity Wi-Fi propagation analyzer is used
for measuring RSS [17].

Numerous studies that categorized RSS measurement
utilizing low power radios decided not to utilize these low
power radios for multi-hop localization or rejected RSS in
the support of other ranging techniques [18].

Recently it has been identified that there are various
non-cryptographic attacks that affect the performance of
the localization.[19]. For instance, wormhole attacks pass
through a faster tunnel in order to shorten the distance
between the nodes [19]. Physical barriers directly affect
the physical property that is being used by the
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localization [20]. Secure localization techniques have been
proposed for addressing these attacks. [21] detects
attacks based on received beacon data inconsistency and
uses a greedy search or voting algorithm for eliminating
malicious beacon information. In [22] both directional
antenna and distance bounding are used to achieve
security. In hidden and mobile base stations are used to
localize and verify the location estimation. Because such
base station locations are hard to assume, it is difficult to
introduce an attack, thereby providing additional security.
In this paper RSS based ranging estimation and ADOV
protocol is used for secured and effective localization of
nodes.

Preliminarie:

Received Signal Strength (RSS) Based Ranging
Technique: Received signal strength is the voltage
measure at the receiver by the received signal strength
indicator (RSSI) circuit. Then the power of the received
signal is used to estimate the distance measure. The RSS
based ranging technique is based on the standard that the
signal strength decreases if distance between the nodes
increases. This technique is widely used in wireless
sensor networks. The receiving node estimates the
distance from the source node by determining the RSS
and then uses path-loss factor to convert RSS into
distance measure.

The power received by the receiver is expressed as

d

P, = +Y, (1)

p. — 10alog,g =
Where pjis the power of the received signal (dBm) from
the transmitter i at the receiver j, p, is the power
transmitted is the true distance between the sender and
the receiver, Y, represents noise and 4 is the path loss
factor.

Based on the above equation, the distance between
node i and the node j is
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Position Estimation: The position of a node (x,y) can be
determined by multilateration technique using the
distance measurement obtained using equation 2.
Multilateration is the most extensively used technique for
positioning in wireless sensor network. Let us assume
that there are three nodes with known positions (x;y;)
where i=1,2,3 and a node with unknown position (X,,y,)-
From the Pythagoras, the set of equations can be written
as
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Fig. 1: Position Estimation
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Where d; is the measured distance and i=1,2,3. To solve
this, the equation can be written as a linear matrix
equation.
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By solving the above linear equations the position of
the unknown node (x,y,) can be obtained.

Fig 1 shows the position estimation of an unknown
node (X, y, using multilateration technique and RSS
ranging measurement.

MRR Approach and AODV Protocol: A novel
Multilateration with RSS based Random Transmission
Directed Localization (MRR) has been proposed for
identifying the location of unknown nodes. The error
factor and accuracy factor for each transmission is
computed for effective localization of nodes. In addition,
the system uses an Ad hoc On Demand Distance Vector
(AODV) for secure routing of packets from source to
destination.

Multi-lateration with RSS  based Random
Transmission Directed Localization (MRR):
Localization starts with initializing the data packet from
the source. The frequency of the data packet at the
sender is initially obtained. Then the received frequency
at the receiver node is measured. The process is repeated
for n number of packets. The RSS value is then computed
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by using equation 1. The error and the accuracy
factor of each transmission are then computed using
equation 5 and 6.

|((RS5 = data rate))

/(ET — 5T) X 5F

E=

)

\

Where ET is the packet arrival time, ST is the packet
departure time, starting frequency of the packet at the
source, while E is the error rate. The accuracy factor is
given by

AF = (AT; X AD,) — (ST, X AD)) (6)
Where AD; is the angular velocity at the destination
during j" data transfer cycle, AT, is the packet arrival time
during j"round, ST, is the packet departure time during j*

round while AF is the accuracy factor. If there occurs any
packet delay during the transmission it then added to the

error factor using g = g + (PQ“SE’ Hmay ) The RSS value
faarqa

for a particular data rate is noted after the first
transmission. If the RSS value differs for the same data
rate then the difference between the RSS value is obtained
and the difference value is added and subtracted from
error and accuracy factor. Based on the accuracy factor
the antenna is post calibrated and the location of the
unknown node is identified using equation 4.

Ad Hoc on Demand Distance Vector Routing
(AODV): The proposed approach uses ad hoc on
demand distance vector routing (ADOV)  for
effective and secured communication between the
source and the destination. The security is enabled by
using intrusion detection system. AODV enables dynamic
and multi-hop routing. It establishes route to the
destination only when the sender needs to communicate
with the destination. The sender initiates a route request
message (RREQ). The RREQ message contains the
following fields

. {source address, source sequence num, broadcast id,
destination addr, destination sequence num, hop-
count}

The broadcast id is incremented each time the source
broadcasts a new RREQ message. If the node contains the
valid route to the destination it replies back with route
reply (RREP) message, otherwise the it rebroadcasts the
RREQ message to its neighbor and increases the
hop-count. If the intermediate node receives a RREQ
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Fig. 2: Routing using AODV

with broadcast id, source address that has already been
received, it simply drops the RREQ packet. The
destination node upon receiving the RREQ, respond with
a route reply message (RREP). The RREP message
traverses back to the source utilizing the path established
by the RREQ. The RREP message contains the following
field:

. {source address, destination address, destination
sequence num, hop count, lifetime}

As the RREP message traverses back to the
source, a forward pointer is setup and updates the
route entry in each node. Here security is ensured by
employing a detection model in each node that uses the
neighboring information for detecting misbehavior of the
neighboring node. If a node receives more number of
route requests than a predefined threshold from particular
sources to a
destination in specific time interval it is declared as a
malicious node and propagates the information
throughout the network and drops the route.

Simulation Model: This section describes the simulation
tool and performance metrics used to evaluate the
performance of the proposed approach.

Simulation Environment: The proposed technique is
simulated using network simulator ns2. The simulation
environment is 1630 x 100 m wide. The transmission range
is 750m. Table 1 shows the parameters used for
simulation.

Performance Metrics: The performance of the proposed
approach is evaluated using the following metrics.

Error Factor: The error factor is computed using the
following formula
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Table 1: Simulation Parameters

Simulation and Network Parameters

Network Area 1630 x 100
Protocol AODV
No. of Mobile Nodes 40
Network Topology Flat Grid
IEEE Standard 802.11
Frequency 2.472 hz
Carrier Sense Power 5.011872
Broadcasting Range 750mts
Application Type Cbr
Application rate 1.0mb
No. of Packets 1500
Data Rate I mbps
Delay 10ms
Simulation Time 10s

I((RSS = data rate))/
( / (ET — 5T) x 5F

J

Where ET is the packet arrival time, ST is the packet
departure time, starting frequency of the packet at the

source, while E is the error rate.

Accuracy Factor: The accuracy is given by the following
formula

AF = (AT, X AD,) — (ST; X AD,)

Where AD,; is the angular velocity at the destination
during j" data transfer cycle, AT; is the packet arrival time
during j" round, ST, is the packet departure time during j"
round while AF is the accuracy factor.

Packet Delivery Ratio: It is the ratio of the number of
packets received by the receiver to the number of packets
delivered by the sender. This metric gives the intuition of
how well the protocol is performing in terms of packet
delivery.

RESULTS AND DISCUSSION

The error factor for both direct and n-hop neighbors
is shown in Fig 3. In this case the error is computed for
each transmission.

Fig 4 shows the accuracy factor in case of both direct
and n hop neighbors. In this case the accuracy is
computed for each transmission. The results show that
the accuracy is maintained in case of the proposed
approach.

Fig 5 shows the hit ratio results under various data.
The packet delivery ratio and throughput of the protocol
used is shown in Fig 6. The results show that the packets
have been successfully delivered to the destination using
the proposed protocol.
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Throughput Vs PDR
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CONCLUSION

In this paper, a novel Multilateration type RSS based
Random Transmission Directed Localization (MRR) has
been proposed for effective localization of nodes. The
technique utilizes RSS based ranging for distance
measurement and a multilateration technique is used to
obtain the coordinates of the node. Moreover, ADOV
routing protocol is used for routing the data packets from
source to destination. In addition the ADOV protocol
provides secure neighbors.
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