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Scrambler for next Generation Mobile Communication Systems
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Abstract: OFDM scrambling is one of the most popular techniques for secure communication. This paper
proposes a new scrambling technique based on random permutation with the pseudo random binary generator
to improve the performance of OFDM scrambler. To measure the intelligibility of speech, speech transmission
index (STI) and common intelligibility scale (CIS) are used. The Bit Error Rate (BER) and Signal to interference
plus noise ratio (SINR) are used to evaluate the performance of the speech. By the measurement of PESQ, the
quality of the recovered speech was observed. The simulation result shows that the proposed OFDM scrambler
is an efficient technique for achieving high data security in 4G broadband wireless communication.
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INTRODUCTION

Speech security is an important feature in the
modern mobile communication system, the needs to
secure communication increases every day [1], involving
military and civil applications. Now a day’s secure
communication ensures maximum security at minimum
cost and minimum complexity. The modern day encryption
systems do not provide full flexibility in choosing the
level of security [2]. These systems may require a
considerable amount of power consumption due to their
complexity. With the rapid development of electronic
commerce applications, the technology-oriented
consumer’s should be accessing information on an
anywhere anytime basis [3].

The 4" generation of mobile communication supports
high data rate and high spectral efficiency due to the ever
increasing demand of users [4]. In the commercial
operation of 4G systems, to fulfill the sharp surge of data
and video capabilities complex modulation schemes has
been introduced [5]. The 4G systems can be exceedingly
useful to manage traffic in emerging situations as well as
normal situations [6]. By the optimization of spectral
efficiency, the 4G wireless revolution is demanding a
high- quality speech at higher channel capacity and lower
cost per bit [7]. With the growing demand of mobile
applications need to develop an OFDM based 4G

networks to support data applications and to eradicate
intra-cell interference due to orthogonality between
subcarriers [8]. For mobile communication applications,
OFDM is the widely used modulation scheme due to its
excellent robustness and high spectral efficiency to
fading channels [9]. FFT (Fast Fourier Transform) and
IFFT (Inverse Fast Fourier Transform) are used for
modulation and demodulation [10]. In OFDM, a cyclic
prefix is added to eliminate the inter-symbol interference
and inter-channel interference [11] Due to the adequate
inter-symbol interference reduction, the OFDM has
become a promising technique for high-speed data
transmission over time dispersive or frequency selective
channels [12].

The most significant model of communication is the
speech or man’s spoken word. A variety of encryption
methods have been wused to protect the speech
communication [13]. The scrambling and descrambling
plays a symbolic role in communication system. One of
the popular encryption methods, analog scrambling plays
a significant role in secure communication [14]. The
scrambling is performed by permuting the speech
elements either in a time domain or in a frequency domain
or the combination of a time and frequency domain.
Moreover, other scrambling techniques in the transform
domain are wavelet transform, FFT (Fast Fourier
Transform) and DCT (Discrete Cosine Transform).
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Fig. 1: Proposed OFDM based speech scrambler block diagram

Hao Li, Xianbin Wang and Weikun Hou in the
“Secure Transmission in OFDM Systems by Using Time
Domain Scrambling” have used random permutation
based scrambling [15]. In this, speech signals are
rearranged in time domain basis. Another system uses a
scrambling key generator, which is controlled by a secret
key and a seed. “An OFDM Speech Scrambler without
Residual Intelligibility”, D. C. Tseng and J. H. Chiu is
explained it. [16]

Proposed OFDM Scrambler: The proposed OFDM-based
speech scrambler block diagram is shown in Figure 1.
The proposed scrambling system is the combination of
two techniques, random permutation and Pseudo-random
binary generator. The first scrambling is based on random
permutation scrambling, which is performed by using a
seed. It shuffles the speech signals in random order.
The output of this scrambler produces a random data
sequence and this output is XORed with the seed. Then
this output is given to the next scrambler [17].

The second scrambler is Pseudo Random Binary
Generator (PRBG). Here a key is used for scrambling. The
output from the random permutation scrambling is XORed
with the PRBS output. This is again XORed with a key,
which is used for PRBS scrambling [17]. Here two types of
permutations are performed. Therefore, the output of this
scrambler is a scattered output and it does not have any
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similarity with the original signal, that is, it highly
unintelligible to others. This data is transmitted through
the channel. It is a highly secured algorithm against
cryptanalytic attacks and it reduces residual intelligibility
[17].

At the receiver side, the same key and seed is used
for descrambling the data.

Let X be the input data be an array of ‘n’ elements, R
be the Permuted data elements of an array, k denotes the
position of an array element. R, be the value of the k"
position element of permuted data array.

The mathematical analysis of the RP scrambler is:

Xk+1 if1 £k < n-l
Rk = .
X, ifk=n
The output of the random permutation scrambler is

XOR ed with the seed value ‘S’. Then the equation
becomes.

(M

Y, =R, XOR S 2)

The output of the Random permutation scrambler is
given to the next scrambler PRBG. In this scrambler XOR
operation is done with a random key (K) and all the
elements of the random permutated array. The output
becomes.
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Z,=Y, XOR K 3)

Z, is the output of the scrambler, it is given as the
input of the QAM mapping. The QAM mapped output is
then converted to parallel form. After inserting pilots, data
is given to the IFFT operation. The cyclic prefix is added
to the output of IFFT and the data is converted back to
serial form for transmission. Rayleigh and Rician channels
are used for transmitting the data.

At the receiver side, inverse operations are

performed.
Y,=Z,XNOR K “4)
R,= Y, XNOR S (5)
(6)

R, ifk=1

{Rkﬂ if2< k < n-1
L =
n

Here we are using two types of keys. So it is more
crypt analytically secured scrambling based on OFDM

system.

Scrambling and Descrambling: To select the permutation
for each sample, a permutation key is placed at the
transmitting side. The inverse permutation key is put at
the receiving side, to perform an inverse permutation for
those components are permuted in the received sample.
If “K” samples are permuted, the total numbers of
possible permutations are K!. However, all these
permutations cannot be used. Out of this K! permutations,
a subset of permutations has to be selected for the use in
the scrambling system [18]. For analyzing the system
performance, the following parameters are used [17].

Performance Analysis: The intelligibility of speech and
the quality of speech were evaluated by using Common
Intelligibility Scale (CIS), Speech Transmission Index (STT)
and Perceptual Evaluation of Speech Quality (PESQ).
The performance of the noise is measured by using Bit
Error Rate (BER) and Signal to Interference plus Noise
Ratio (SINR).

Noise Performance: The SINR and BER performance of
OFDM based PRBS scrambler compared with the OFDM
based random permutation scrambler and the
conventional OFDM scrambler under fading channels
(Rayleigh and Rician). The Signal to Interference plus
Noise Ratio is defined as the ratio between Signal power
(Ps) and Interference power (PICI) plus noise power (NO)
[17].
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Table 1: Parameters of proposed OFDM based speech scrambler [17]

Parameter Value

FFT size(IFFT) 64
Bandwidth of transmission channel 300-3400Hz
Bandwidth of the input speech channel 0-4000Hz
Number of subcarriers 52
Sampling frequency 8kHz
Subcarrier spacing 312.5kHz

Data symbol duration Td 3.2microsec

Cyclic prefix duration Tcp 0.8 micro sec

Total symbol duration Ts(Td + Tcp) 4 micro sec
Mapping and demapping schemes 16 QAM
SINR= P,/ P, +N, (7)

The speech.wav was given as the input signal.
For Rayleigh and Rician channel models, flat fading paths
are employed and the K factor of 1 is used for rician
channel. BER is calculated using the parameter Eb/NO.
The random permutation with PRBS scrambling shows
better performance and it has low bit error rate when
compared with the others [17].

Perceptual Evaluation of Speech Quality (PESQ): PESQ
is used to compare an original speech signal with received
speech signal. The received speech signal is known as
“degraded signal” and the original speech signal is known
“reference signal” [19]. The Perceptual evaluation of
speech quality (PESQ), it calculates the quality of a
speech signal by a 5-point scale. The 5 corresponds to
excellent speech quality, 4 for good, 3 for fair, 2 for poor
and lcorresponds to bad or unsatisfactory speech quality
[19].

The comparison table shows that the RP with PRBS
scrambling gives better performance than two other
methods.

Speech Intelligibility Measurement: Two parameters are
used for measuring speech intelligibility.

Speech Transmission Index (STI)

Common Intelligibility Scale (CIS): The range of the
speech transmission index lies between 0 and 1. The 0
indicates bad and the 1 indicates excellent. The weighted
sum of Modulation transfer function (MTF) is used to
measure speech transmission index (STI). Modulation
transfer index (MTI) is derived from a modulation transfer
function (MTF). Here STI is calculated for a band of
frequencies. SNR ranges are limited from +15db to -15db
[20]. Speech transmission index computes all the factors
in the speech transmission path, affects intelligibility.



Am-Euras. J. Sci. Res., 11 (1): 56-62, 2016

Original Signal

Fig. 2: Original and reconstructed speech waveform [17]
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Fig. 3: BER performance of OFDM based speech scrambler (a)Rayleigh and (b)Rician channel [17]
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Table 2: Comparison of different types of OFDM speech scramblers based
on BER under Rayleigh and Rician channels [17]

Type of OFDM Eb/NO Rayleigh Rician
Without scrambling 10 0.4818 0.4105
OFDM with RP 10 0.4727 0.3250
OFDM with RP & PRBS 10 0.4663 0.2714

Table 3: Comparison on different types of OFDM speech scramblers based
on PESQ [17]

Type of OFDM PESQ (Rayleigh) PESQ (Ricin)
Without scrambling 1.69 2.016
OFDM with RP 2.17 2.019
OFDM with RP & PRBS 2.28 2.089

14

EbNo
Fig. 4: (a) STI performance of OFDM based speech scrambler under Rician channel (b) CIS performance of OFDM based
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Table 4: Relation between STI and speech intelligibility [19]
STI .00-.30 .30-45 .45-60 .60-.75
Speech intelligibility Bad Poor fair Good

.75-1.00
Excellent

Table 5: Evaluating random permutation with PRBS scrambling using
different parameters

Type of OFDM

OFDM with RP&PRBS (rician)

OFDM with RP&PRBS (Rayleigh)

Eb/NO BER  SINR STI CIS
12 0.3129 0.1515 .7853 .7583
12 0.4064 0.1351 0.7853 0.799

The simulation results show that, the quality of the
speech and the intelligibility of the speech are excellent,
also the noise performance is low in this scrambler. So, the
proposed scrambler RP with PRBS is the best scrambling
technique in future communication.
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Fig. 5: (a) STI performance of OFDM based speech scrambler under Rayleigh channel (b) CIS performance of OFDM

based speech scrambler under Rayleigh channel.
CONCLUSION

This paper proposes a new improved OFDM
scrambler, which incorporates scrambling with random
permutation and PRBS scrambling, it makes low
residual intelligibility and high speech quality. The two
parameters Speech Transmission Index and Common
Intelligibility scale are used to evaluate the intelligibility
of speech. For evaluating the noise performance, BER
and Signal to Interference plus noise ratio are considered.
To measure the quality of speech, perceptual evaluation
of speech quality is used. This proposed OFDM
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scrambler is suitable for frequency selective highly
dispersive fading channels and it is the best technique for
providing high security in the next generation mobile
communication systems. The simulation results show that
the proposed system, provides low residual intelligibility
and high quality. It is crypt analytically secured algorithm
and it can be used in the transmitter as well as receiver
ends without any modifications. It is an encouraging
technique for high data rate transmission in 4G
communication and also it is an excellent technique for
proving a high security in next generation mobile
communication system.
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